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 Executive Summary  
 

In 2023, a “citizen army” of hundreds of thousands of Guatemalan volunteers from the Vote Reception Boards (Juntas 
Receptoras de Votos - JRV), Municipal Electoral Boards (JEM), and District Electoral Boards (JED) once again came to 
polling stations to protect, with their bare hands, the Democratic Republic of Guatemala. Yet, once again, the Supreme 
Electoral Tribunal (TSE) fell short, casting uncertainty over whether these essential volunteers will be willing to 
participate in future elections. 

Beyond injustices in candidate participation and other issues that fall within the scope of the Electoral and Political 
Parties Law (LEPP), Guatemalans’ trust in the election results, as reflected in the Electoral Records, is the sole 
responsibility of the TSE and the very reason for its existence (we’ll refer to them as “Actas Electorales”, “actas” or 
“tally sheets” in this report). The legislative, executive, and judicial branches play no role in the design, safeguard, or 
transmission of these records. They are the conduit through which a minimal national consensus is achieved: simple 
addition, the most basic arithmetic. Once that trust is lost, the foundation for the peaceful transfer of power collapses.  

DigitalWitness.io exists because political organizations no longer fulfill their oversight role over the Actas Electorales, 
leaving the TSE weakened in its primary duty due to the absence of an effective counterweight. For the most part, party-
appointed observers (“fiscales” in Spanish) are little more than electoral ghosts, showing up occasionally to argue, 
rarely to contribute, and almost always without a grasp of their duty. In practice, they have delivered little to the public 
beyond confusion. 

In contrast, DigitalWitness.io seeks to empower JRVs, JEMs, and JEDs by strengthening the entire system under a 
simple principle: we verify every vote. We place no trust in the TSE, political organizations, media outlets, or 
influencers; we verify the numbers on the Actas Electorales signed by citizen volunteers at polling stations and 
compare our totals to the published results. 

This year, we became the first and only elections audit initiative to verify all 145,976 tally sheets published through the 
Preliminary Results Transmission System (TREP). We are proud to note that this was accomplished in under two 
weeks for the June General Elections and in under 24 hours for the August Presidential Runoff. 

We succeeded thanks to the support of numerous anonymous contributors who performed more than 10.4 million 
machine-based readings, alongside 1,763 volunteer users who contributed over 3.1 million human-based readings. 
This intensive review revealed that 98.48% of valid vote data matched between the TREP and our audit, confirming the 
presidential election while exposing concerning discrepancies in municipal and legislative races.  

Once again, we underscore the urgency of updating the voting system and present concrete recommendations that 
the TSE can implement on its own without legislative or executive order. 

Since the results of the TREP ‘have no legal effect’ we submitted multiple requests for access to the official results 
through the TSE’s Office of Public Information Access (FOIA equivalent). After our request to review the original 
Acta#4 tally sheets from the June General Elections was denied, even though the results had already been made 
official based on Acta#8, we filed a constitutional appeal (amparo) before the Supreme Court of Justice (CSJ), which 
was likewise rejected. 

We are deeply concerned by the institutional practice, now upheld by the CSJ, that makes it impossible to access all 
the tally sheets produced through the hard work and dedication of countless citizen volunteers. We call on all veteran 
members of JRVs, JEMs, and JEDs to demand access to their original documents and to see for themselves whether 
their contributions still exist or have been erased. 
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We acknowledge that in 2023 the Public Ministry trampled on the sacred responsibility of the TSE by seizing the actas, 
but we consider this an unacceptable excuse and a dereliction of duty. The TSE should have digitally protected the 
original actas, having ample opportunity to do so between July and October 2023, using the Immutable Backup, at the 
moment of delivery by the JED. Why did it not do so? As a result, most of the work of hundreds of thousands of 
Guatemalans in 2023 has been lost. We demand that the TSE develop the discipline of digitally backing up and 
publishing, without exception, all Electoral Records as soon as possible. We also urge the JRV, JEM, and JED to do so 
with photographs published on the internet through some system that allows them to be found and verified as 
matching those of the TSE. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 DigitalWitness demands that the TSE stop repeating the same actions while expecting different results. We 
want to verify every vote! 

KPI SCORE  2015 2019 2023 

Release    11%    11%    11% 

Production-
Release Time Unavailable    50%   90% 

Metadata    4%    4%    10% 

Matching  
Tally Sheets  

   24%   70%   77% 

Matching 
Data Points   74%   95%   98% 

Preliminary vs. 
Official 

Discrepancies 
  87%   94%   95% 

Image Scans 
Quality    26%   67%   73% 

OCR Readability  
Score Pending   70% 

Database Unavailable   90%   95% 

Electoral 
Traceability    0%    0%   76% 

Electoral System 
Score    23%    48%   70% 

Carlos Toriello 
 

We developed this bullet-point framework, known as 
Key Performance Indicators (KPIs), to assess the 
historical performance of the TSE. We vow to apply 
this lens in every future national voting event to 
measure whether the electoral system is improving 
or deteriorating. 

Our KPIs make clear that, despite significant 
shortcomings under the current TSE magistrates, 
their performance has been considerably better than 
that of the 2015–2020 magistrates. 

We take this opportunity to remind Julio Solórzano 
and other former magistrates that their 
administration was the worst in the TSE’s history, 
that many of today’s systemic problems were 
inherited from their tenure, and that we will not forget 
this is their legacy. 

In summary, with the resources currently available to 
the TSE, it is possible to achieve much more with 
much less ensuring that the temporary work of JRVs, 
JEMs, and JEDs endures permanently and remains 
accessible to all. Continuing with the status quo, 
where most Electoral Records disappear and public 
distrust deepens, amounts to a betrayal of the true 
heroes of democracy: the citizen volunteers. 

Trust can be restored, and doing so requires no 
additional funding; in fact, it produces savings. 

Project Leader 
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KPI Scores according to DigitalWitness 
 

Release Score:   Release Score 
Measures the total volume of Electoral Records (tally sheets) 
released and available for download online, compared to the 
total number of documents generated by the Vote Reception 
Boards (JRVs) and Electoral Boards (JEMs and JEDs). (Pag. 22) 
 

 2015 2019 2023 

    11%    11%    11% 

 
   

Production-Release Time:  Production-Release Time 
Ninety percent of the score is awarded for publishing at least 
99% of the tally sheets within 24 hours after the close of voting, 
with the score decreasing exponentially as time passes. The 
remaining ten percent is based on the delay between the date 
and time of the last signature (which, to date, has never been 
recorded) and the actual time of publication. (Pag. 24) 

 2015 2019 2023 

 Unavailable    50%   90% 

 

   

 

Metadata:   Metadata 
Digital files contain crucial analytical information within their 
metadata, such as SHA-256 hashes and EXIF data. This 
information is often lost during file compression and should 
instead be backed up in a tamper-proof manner.  (Pag. 27) 
 

 2015 2019 2023 

    4%    4%    10% 

 
   

Matching Tally Sheets:   Matching Tally Sheets 
Results from the audit of Acta#4 tally sheets conducted by 
DigitalWitness over the last three electoral cycles. This 
indicator reflects the proportion of tally sheets that match 
exactly with the official published data.  (Pag. 31) 
 

 2015 2019 2023 

    24%   70%   77% 

 
   

Matching Data Points:   Matching Data Points 
Based on the audit results of Actas#4 conducted by 
DigitalWitness over the last three electoral cycles, this 
indicator reflects the proportion of individual cells (vote entries 
within an Acta#4) that match exactly.  (Pag. 32) 
 

 2015 2019 2023 

   74%   95%   98% 

 
   

Preliminary vs. Official Discrepancies:   Preliminary vs. Official Discrepancies 
Results from the audit comparing Official Results (Actas#8) 
against Preliminary Results (SITREP and TREP) over the last 
three electoral cycles. This indicator measures the magnitude 
of differences in vote counts, contested positions, and 
elections between the two sources.  (Pag. 38) 

 2015 2019 2023 

   87%   94%   95% 
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Database Release Time:   Database Release Time 

Ninety percent of this metric is based on the real-time 
publication of the preliminary results transmission system 
databases. The remaining ten percent is divided between the 
Immutable Proof Service of the initial system reset (puesta en 
cero) and the final database. (Pag. 105) 
 
 

 2015 2019 2023 

 Unavailable   90%   95% 

 

   

Electoral Traceability Score:   Electoral Traceability Score 

This score measures the extent to which the TREP publishes 
both the election results and the supporting audit trail. 
Calculated across seven components: tally sheet images, 
document hashes, technical metadata, OCR accuracy, 
timestamps, tally sheet relationships, and an immutable 
backup, it expresses the percentage of these elements present 
and their overall quality.(Pag. 110) 
 
 

 2015 2019 2023 

    0%    0%   76% 

 

   

Electoral System Score:  Electoral System Score 

The absolute average score (including unavailable values) of all 
previous indicators. This serves as a general metric for the 
electoral year, assessing the performance of the TSE as the sole 
authority responsible for upholding Guatemalans’ trust in the 
election results. 

 2015 2019 2023 

    23%    48%   70% 

 
   

Image Quality:   Image Quality 

Measures the quality of scanned images of Acta#4 against the 
minimum acceptable standard (3.5MP, 96 DPI, RGB), taking 
into account resolution (pixel count), DPI (dots per inch), and 
color storage. (Pag. 53) 

 2015 2019 2023 

    26%   67%   73% 

    

OCR Readability Score:   
OCR Readability Score 

Metric reflecting the percentage of Actas successfully read 
using two distinct OCR engines with 99% confidence. Results 
for 2019 and 2015 are still pending due to the poor image 
quality in comparison to 2023. (Pag. 53) 

 2015 2019 2023 

 Pending   70% 
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Summary of Recommendations Presented to the TSE and 
the Congressional Election Affairs Commission 

 

1. Online Publication of All Election Tally Sheets by the TSE 

• The TSE will publish online, in an accessible and verifiable format, all original election tally sheets from 
numbers 1 to 8, including the copies of Tally Sheet 4. Citizens possess the right to review every original 
document instead of relying solely on the yellow carbon-copy versions generated by the polling station 
committees (JRVs) for Tally Sheet 4. 

2. Integration of Tally Sheet Photographs Captured by Volunteers and Party Poll Watchers 

• A mobile application will allow political party poll watchers at all levels to share with the TSE photographs of 
the original tally sheets they witnessed. These submissions will include their personal identification and use 
their own mobile devices. This digital photograph will replace the current Tally Sheet 5, a document that 
causes delays and errors while creating conflicts between the JRVs and poll watchers during the critical 
scrutiny phase. 

• Members of the Polling Station Committees (JRVs) and the Municipal and District Electoral Boards (JEM and 
JED) will also have access to the mobile application to share their versions. 

• Since the 2011 election, these photographs have existed on foreign platforms such as WhatsApp and TikTok. 
The TSE must collect these photographs to ensure it holds more information about the electoral event than 
foreign entities. 

3. Modernization of All Election Tally Sheet Formats 

• Redesigning electoral forms will ensure compliance with optical character recognition (OCR) standards. This 
change facilitates manual and automated verification while reducing error margins from irregular 
handwriting or copies. The 2023 OCR reading accuracy stood at 70%, short of the optimal 99% benchmark. 
Implementing this change lowers verification costs and increases the number of citizens validating the TREP.  

• Various sections of this report detail the necessary modifications for Election Tally Sheets 1 through 8. These 
changes maximize OCR legibility and simplify the work of the JRVs, JEMs, and JEDs. 

4. Preservation and Expansion of the Immutable Proof Service 

• In 2023, Guatemala became the first country worldwide to utilize Bitcoin as an independent notary by 
employing Immutable Proof technology to secure each document with a digital fingerprint (hash) and a public 
timestamp. All received images from poll watchers, citizens, and data entry operators will feature an 
Immutable Proof to guarantee that anyone can verify authenticity independently. Utilizing this system 
provides vital cybersecurity protection against unprecedented threats arising from the expansion of Artificial 
Intelligence tools. 

5. Retention of Physical Paper Ballots and Avoidance of Electronic Voting 

• Maintaining the physical paper ballot system and the manual creation of Election Tally Sheets by Polling 
Station Committees (JRVs) remains essential. The TSE needs to focus on rebuilding institutional trust before 
considering technologies that many experts view as less secure than paper ballots and handwritten 
documents. 
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What is DigitalWitness.io? 
 

DigitalWitness.io is a real-time digital audit of voting documents. Created in Guatemala by FundacionHCG.com, in 
partnership with Stakwork.com, and built on the Immutable Proof Service (Respaldo Inalterable) of the Preliminary 
Results Transmission System (TREP). The project is powered by civic participation under a simple principle: we verify 
every vote. 

We verify votes using smartphones through open collaboration (crowdsourcing), employing OCR, artificial 
intelligence, and other technologies. 

We are the only electoral audit initiative to have verified 100% of the images published by the TSE, beginning with the 
2023 general elections in Guatemala. This process generated a database containing millions of vote-entry cells, 
enabling full comparison of all valid votes published in TREP. 

We are also the only electoral audit initiative to have compared 100% of the Official Results (Actas#8) against the 
Preliminary Results (TREP and SITREP) from the 2023, 2019, and 2015 elections. This cross-cycle comparison makes 
it possible to identify significant patterns for analysis and has led to the creation of Key Performance Indicators (KPIs) 
that allow the public to assess whether the integrity of elections in Guatemala has improved or deteriorated over time.  
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Origins: 2019 Guatemalan Elections 
DigitalWitness.io was founded by veteran members of Vote Reception Boards (JRVs) in direct response to the collapse 
of the SITREP system during the 2019 elections. In 2019, our initiative achieved the following: 
 

• Released functional open-source code within 3 weeks, thanks to the collaborative effort of several 
anonymous technologists. 

• Mobilized over 1,500 volunteers to verify the 101,716 SITREP documents submitted in June 2019.  
 
However, the effort was successful at the time due to two main reasons: 

1. The project was carried out in reaction to the events of that year, rather than in preparation for them.  
2. Volunteers reviewed full tally sheets (actas) on computers, instead of reviewing individual data entries from 

tally sheets on smartphones. 
 
Additionally, three formal recommendations were submitted to the 2019 Commission for the Updating and 
Modernization of the Elections (CAME-2019) between November 2019 and March 2020. 
 
Only one was adopted:  

• The use of Blockchain Certifications, now known as the Immutable Proof Service (Respaldo Inalterable).  
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DigitalWitness in 2023 
 

FOR ACTAS#4 AND TREP FROM 2023 
• We launched a week before the general election, not three weeks after, as in 2019. 
• On July 6, we completed auditing 100% of the 2023 June 25th election results (less than two weeks after 

election day). By August 22, we had audited 100% of the August 20 presidential runoff (less than 24 hours 
after the runoff). 

o The software is no longer open-source, but rather a donated service by a private company, available 
for contracting by anyone who wishes to independently verify our work. 

o We mobilized 1,763 volunteer users, this time through mobile devices with a gamified points system. 
o After a quality control process, 1,074 users qualified to work with real data, generating 66,158,542 

satoshis in rewards. 
• The 2023 database includes 2,756,175 individual data points, compared against TREP.gt. 

a) We ran 7.7 million OCR processes, resulting in 1,896,051 successfully read data points (70% OCR 
success rate). 

b) Our qualified volunteers performed 3,102,030 manual readings to identify the remaining 860,124 
data points (30%) that OCR engines could not extract. 

 

 
 
COMPARISON BETWEEN OFFICIAL RESULTS (ACTAS#8) AND PRELIMINARY RESULTS (TREP) FROM THE 
2015, 2019, AND 2023 ELECTIONS 

• Through public information access requests (FOIA equivalent), we obtained 100% of the Actas#8 signed by 
District Electoral Boards (JEDs) for the years 2015, 2019, and 2023. 

• We created a database containing 381,794 data points, manually reviewed by qualified users, based on 
Actas#8 (Official Results). 

• These official data points were then compared against the datasets published by Preliminary Results 
Transmission Systems (TREP) for the same three electoral cycles. 

Regarding Actas#4 from TREP 2015 and 2019 

• Due to the poor quality of the triplicated images of Actas#4 from 2015 and 2019, the development of an 
independent database for those years is still in progress. 

• The goal is to achieve quality metrics comparable to the 2023 audit. 
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How Did DigitalWitness Work in 2023? 
 

Download and Verification 
Download of Acta#4 Photographs 

We downloaded the official photographs from the Preliminary Results Transmission System (TREP.gt). We 
only work with official images. 

Download of Official Database 

We downloaded the official databases published by the TSE on TREP.gt, in CSV format. 

SHA-256 Hash Verification 

We processed all images downloaded in the first step to obtain their respective SHA-256 hash, which we then 
compared to the “integrity code” included in the TREP databases and the Immutable Proof Service (Respaldo 
Inalterable). This ensures that we are working with authentic, unaltered official images. 

 

Image and Database Preparation 
Fragmentation of Actas#4 

Once the legitimacy of each Acta#4 is confirmed, it is fragmented to isolate the sections containing data to be 
compared with the official databases from TREP.gt. 

Creation of Comparison Database 

The original dataset contained 2,756,175 valid vote entries that required verification. We proceeded to 
generate a parallel comparison database, allowing us to compare each field individually, identifying 
discrepancies, matches, and missing data. This database was populated using manual data entry conducted 
by DigitalWitness. 

 

 

A 

B 

This QR code links to our explainer 
video on YouTube 
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Consensus Through OCR  
At this stage, each Acta#4 image is fragmented into 12 to 40 parts, depending on the number of fields it 
contains. Then: 

Standard OCR Reading 

A standard OCR engine is given a photo of a handwritten number and returns a digit as output. 

AI-Based OCR Reading 

An artificial intelligence OCR engine is provided with a fragment of the Acta#4 containing the party code, 
name, and acronym, along with the handwritten vote count field. It is then asked a question: 

“How many votes does this party have?” 

The AI used in this process was trained using data from the work done by DigitalWitness in 2019, which 
means it has learned to recognize handwriting from Guatemalan JRV volunteers. 

OCR Reading Comparison 

This process yields two independent readings of the same data point, generated by two completely 
different algorithms. These results are displayed in two columns. If both results match, the value is 
considered valid and is entered into the parallel database, to later be compared against the official TSE 
database. 

This step eliminates the need for human verification in those cases, enabling fast, effective, efficient, and 
low-cost data processing. This occurred for 70% of the data, meaning two-thirds of the information was 
successfully read by both OCR engines. If no consensus is reached, the data is escalated for manual 
verification by DigitalWitness volunteers. 

 

Manual Data Entry and Volunteer Consensus 
First Consensus by DigitalWitness Users 

The same fragments shown to the AI-based OCR engine are displayed to two different users, who must 
manually enter the handwritten numbers they see, using a CAPTCHA-style interface. The two entries 
are then compared. If they match exactly, the data point is considered valid and entered into the 
comparison database to be later checked against TREP data. 

Tiebreaker and Final Consensus 

If the first two entries do not match, the fragment is shown to a third user, who also enters the data they 
observe. This third entry is used to seek consensus with at least one of the previous entries.  

If no agreement is reached after three attempts, the data point is recorded as illegible. 

 

 

 

C 

D 
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Match Analysis and Data Comparison 
The parallel database is compared with the TSE's official database 

The previous steps allowed us to generate a parallel database containing 2,756,175 data points from the 2023 
elections.  

An exact match was found in 2,712,684 entries, resulting in a 98.48% validation rate against TREP data. This 
confirmed that the methodology described above is effective and that DigitalWitness produces reliable data 
for comparison and analysis. The 1.58% of unmatched data disproportionately affected the District Deputy 
and Municipal Corporation elections, due to their smaller voting universes and narrower margins, compared 
to national-level elections.  

Without access to the original Actas#4, it is not possible to independently verify the results of many of these 
elections or to eliminate all reasonable doubt. 
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What Does a DigitalWitness Contributor Do? 
 

Registration 
On the DigitalWitness website, users would click the “Participate!” button and enter their personal 
information, including a valid phone number. 

Validation 
The user receives an SMS code, which must be entered on the website to receive a unique user ID.  
 

Login 
 Users then visit jobs.stakwork.com/workers, where they can log into the data entry system using their 
assigned ID. 

Training 
 All users must complete the training tutorial before accessing real data. Only those who achieve a 
sufficiently high score are invited to begin actual data verification tasks. 

Data Entry 
Users complete verification tasks through a series of OCR readings, in which they are shown images 
with handwritten data and must type the numbers they see.  

Control Questions 
Randomly, control tasks are presented among normal jobs. These appear identical to regular tasks but 
are used to assess trust scores. If a user makes mistakes on control questions, their trust score 
decreases. If the score drops below 80%, the user is no longer allowed to participate. However, all users 
have the right to challenge a control answer if they disagree with the system’s evaluation. If the 
challenge is valid, their trust score will remain unaffected.  This feedback loop allows the system to 
continuously learn from its users. 

Gamified Points 
As users complete data entry tasks, they earn points, allowing them to compete with friends and family 
to see who contributes the most to verifying Guatemala’s election system. 

 

User entries in 2023  
earned a total of 66,158,542 satoshis (gamified points)! 

1
  
2 

3 
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Arturo Herbruger Asturias’ Vision 
Pentagon Model with Electoral Records as the Central Axis 

 

 

Acta#4 is the central document of the voting process and represents the culmination of collaboration among the 
system’s key components: political party overseers, the Supreme Electoral Tribunal (TSE), the voting rolls, and the JRV 
volunteers. In essence, Acta#4 consolidates the efforts and intentions of all stakeholders, ensuring that the election 
results accurately reflect the voters’ intent. 

This is made possible by leveraging inherent distrust among antagonistic actors as a consensus mechanism: don’t 
trust, verify! 

Unfortunately, party overseers no longer fulfill their oversight role in accurately monitoring electoral records. They 
have become electoral ghosts, signing off on results merely to collect payment. As a result, the TSE is not subject to 
robust oversight, leading to a significant deterioration in its performance. 
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What is Acta#4? 
The term Actas#4, also referred to in Guatemala as polling station tally sheets, denotes the official document #4: the 
Final Closing and Tally Report of the Vote Reception Board (JRV). Polling station overseers, representing political 
organizations, sign their agreement with the numbers handwritten by the citizen volunteers in charge of each JRV. 

This consensus between political party representatives and citizen volunteers ensures that the vote count reflects the 
true intention of each voter. As such, Acta#4 is the final line of defense held in the hands of the Guatemalan people to 
guarantee a peaceful transfer of power. It is the documentary proof of whether Guatemala is a legitimate democracy, 
or not. The very legitimacy of the Guatemalan State flows from it. 

Acta#4 is a document born public, and it must remain accessible to all. Citizens should have the ability to verify their 
contents and validate election results independently. The more citizens who verify all Actas#4 for themselves, the 
greater the public trust in the process.  

Background 

In both 2019 and 2023, the Supreme Electoral Tribunal (TSE) caused severe complications in the officialization of 
election results. As a result, the peaceful transfer of power was placed at risk, threatening to return the country to 
instability or violence. The electoral process is in urgent need of technological modernization.  

DigitalWitness is the only civilian elections audit initiative to have verified all 145,976 documents published by the TSE 
through the TREP system. We know that trust in election results is achievable, and it doesn’t cost a single quetzal, in 
fact, it saves millions. Here, we present how to achieve this by: 

• Redesigning Acta#4 based on OCR principles, and 
• Ensuring public access to original (white) Actas#4 through the TREP system. 

The Legacy Design of Acta#4 

The background design of Acta#4 dates back to the 1980s, when fax technology represented the cutting edge of 
telecommunications. At that time, under the leadership of Dr. Arturo Herbruger Asturias, the TSE stood at the 
technological forefront. Since then, however, while many advances have taken place, the design and processes related 
to Acta#4 have remained unchanged. The initial technological success of the TSE established a tradition among future 
magistrates to leave the system untouched. As a result, institutional resistance tied to Dr. Herbruger’s legacy has 
hindered modernization. DigitalWitness considers it URGENT to update the background design of Acta#4 by 
incorporating modern OCR-compatible design principles. This recommendation was formally communicated to the 
Commission for Electoral Updating and Modernization (CAME) of the TSE in November 2019 and again in February 
2020. 

Additionally, the processes related to all Electoral Records must be reviewed, particularly: 

• Acta#5 (Certification of Acta#4 Results), 
• Acta#6 (Municipal Tally Summary), and 
• Acta#8 (District Tally Summary). 

We reaffirm our 2019 recommendations to CAME and provide specific implementation details that can be adopted 
ahead of the next national election. 
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How Does the Acta#4 Protect the Vote? 
On average, 400 voters are assigned to each Vote Reception Board (JRV). All individual votes are consolidated into the 
corresponding Acta#4, which serves as the official summary of results. This process guarantees the secrecy of the 
vote and ensures that opening ballot boxes containing individual ballots is required only in extreme or exceptional 
cases. 

There is a common misunderstanding about the content of Acta#4. Many believe that it summarizes the votes from an 
entire polling station, but in reality, each page of an Acta#4 summarizes the votes of a single election conducted at that 
polling station. This means that each JRV produces multiple images of Actas#4: one for each type of election (e.g., 
presidential, congressional, municipal). 

Each Acta#4 exists in three physical copies: 

• The original (white), 
• The duplicate (yellow), and 
• The triplicate (blue). 

 

In total, 442,530 Actas#4 were generated,  
BUT only 145,976 were published. 

 

http://www.fiscaldigital.net/


 

 
 Report.DigitalWitness.io 13 

Anatomy of an Acta#4 
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JRVs Protect the Vote Through Acta#4 
 

The Vote Reception Board (JRV) is a fundamental entity in the voting process, forming the base of the voting hierarchy. 
Each JRV is composed of three to five volunteers, who must be over 18 years of age and unaffiliated with any political 
party. In 2023, both nationally and abroad, there were 24,585 JRVs, each made up of five volunteers, totaling 
approximately 122,925 individuals, not including party 
overseers. 

Party overseers (fiscales) have the right to challenge any 
irregularities they witness during voting. At the end of 
the count, their signatures confirm acceptance of the 
results recorded in the official documents. 

The large number of individuals involved, combined with 
the diversity of volunteers and party overseers, makes it 
highly improbable to corrupt them all simultaneously. 
This structure adds a high level of reliability to the 
system. JRVs are the ideal setting for vote counting, and 
any process conducted outside of them is inherently less 
trustworthy. 

For this reason, JRVs, together with party overseers, are 
considered high-security elements in the protection of 
the vote. This is also why Actas#4 are more valuable 
than individual ballots: the acta prevails over the ballot 
(acta mata papeleta). 

In network terminology, this structure is known as 
“decentralization,” and it is the key element that 
safeguards the integrity of the system. This is how 9.3 
million possible votes in each election are condensed 
into tens of thousands of documents. 
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What Does “#4” Mean? 
The “#4” refers simply to its position in the official documentation sequence, following a protocol established to track 
and validate each stage of the voting process. 
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System Structure: A Pyramid 
The JRVs (Vote Reception Boards) form the base of the pyramid in Guatemala’s voting system. They are activated by 
the 339 Municipal Electoral Boards (JEMs) through 3,852 Voting Center Coordinators. All JEMs are appointed by the 
24 District Electoral Boards (JEDs). These districts correspond to Guatemala’s 22 departments, the Municipality of 
Guatemala (the only JED that is also a municipality and thus functions as both a JED and a JEM), and the Electoral 
Board for Votes from Abroad, the only one not tied to a municipality. 

The members of the JEDs are appointed by the Supreme Electoral Tribunal (TSE) and granted both autonomy and 
temporary authority. This autonomy and temporality then flow downward: from JEDs to JEMs, and from JEMs to JRVs. 
This structure makes the Electoral and Vote Reception Boards a kind of “citizen army,” independent from the 
government. 

Each board has at least three members, typically five on average, meaning the total number of citizen volunteers 
exceeds 100,000. This implies that at least one in every 100 registered voters directly protects the polling stations. 
When considering only valid votes for political parties, this ratio rises to one in every 50. 

This system is perhaps the most important democratic achievement of the Guatemalan people since the 1982 
revolution. It forms the foundation of the Republic’s legitimacy under the 1985 Constitution and sustains the validity 
of all democratically elected governments since then. 

As a result, the TSE functions as a referee: it sets the rules and announces the results. However, the main players in 
the process are the citizens and political organizations. The result of the game is found in the actas (tally sheets).  

 

http://www.fiscaldigital.net/


 

 
 Report.DigitalWitness.io 17 

 

 

 

 

 

 

 

 

 

 

Report on Guatemalan Elections 2023 
Held in June and August 2023 

 

 

 

 

 

 

 

 



 

 
18  Report.DigitalWitness.io 

How many Electoral Records did 2023 produce? 

Name Actas Vers. Copies 
Docs. Per 
Process 

Duplicates Total Docs. Official % TREP.gt 
Preliminary 

Docs. % 

TSE Final Agreement 
of Magistrates 27 1 1 27 0 27 0.00% 0 0.00% 

#8 District Tally 
Summary JED 23 2 2 46 46 92 0.01% 0 0.00% 

#7 Municipal Tally 
Certification JEM 340 6 3 2,040 4,080 6,120 0.48% 0 0.00% 

#6 Municipal Tally 
Summary JEM 340 6 2 2,040 2,040 4,080 0.32% 0 0.00% 

#5 JRV Tally 
Certification 24,585 6 5 147,510 590,040 737,550 57.23% 0 0.00% 

#4 Final Tally and 
Closing Record JRV 24,585 6 3 147,510 295,020 442,530 34.34% 145,976 11.30% 

#3 Challenge Form 
(Form for Filing 
Disputes) 

Information currently restricted. Political organizations and polling station committees (JRVs) maintain custody 
of these tally sheets, preserving them away from public scrutiny. Implementing a mobile application will 
facilitate the collective gathering of these documents. 

#2 Voter Control 
Sheet 24,585 2 1 49,170 0 49,170 3.82% 0 0.00% 

#1 Initial Opening 
Record 24,585 2 1 49,170 0 49,170 3.82% 0 0.00% 

TOTAL 99,070     397,513 891,226 1,288,739 100% 145,976 11.30% 

 

The Actas#4 published online for public access via TREP represent only 11% of all Electoral Records generated by the 
volunteer members of the Vote Reception and Electoral Boards. A complete electoral audit requires access to 100% of 
the Actas in order to be carried out successfully. These records are the product of the autonomous work of citizens 
serving on JRVs and Electoral Boards; therefore, the public has the right to full online access to these documents.  

The only reason this is not happening lies in the institutional tradition of the original TSE, led by Arturo Herbruger 
Asturias, who at the time had only fax technology at his disposal. Continuing this institutional obstinacy and avoiding 
real modernization will lead to the collapse of the system. 

Arturo Herbruger Asturias used every technological tool within his reach; that is the tradition that must be upheld, 
rather than repeating the same practices and expecting different results. 
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How Many Actas Were Published on TREP.gt in 2023? 
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How Many Actas Do We Have the Right to Access? 
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How much detail do we need? 
Information on the votes of 9.36m voters 

Category President and 
Vice President 

National 
Congress 

District 
Congress 

Municipal 
Corporation 

ParlaCen August 
Runoff 

2023 
Elections 

% 

Valid Votes 4,202,442 4,171,353 4,486,445 5,167,749 3,696,089 4,009,133 25,733,211 45.82% 

Blank 
Votes 388,442 544,815 390,840 295,352 645,696 52,687 2,317,832 4.13% 

Void Votes 966,389 827,755 663,339 302,722 1,206,773 147,165 4,114,143 7.32% 

Total Votes 5,557,273 5,543,923 5,540,624 5,765,823 5,548,558 4,208,985 32,165,186 57.27% 

Absentees 3,803,795 3,817,145 3,820,444 3,595,245 3,812,510 5,152,083 24,001,222 42.73% 

Electoral 
Roll 

9,361,068 9,361,068 9,361,068 9,361,068 9,361,068 9,361,068 56,166,408   
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The TSE continues publishing the same content 
through TREP, expecting different results 

 

There is no legal or technical justification for publishing only the yellow duplicate copies of Actas#4 while withholding 
the rest of the Electoral Records. It is urgent that TREP publish all Electoral Records. Until this happens, public distrust 
will continue to grow, ultimately threatening the collapse of the system. 

 SITREP 2015 SITREP 2019 TREP 2023 

Acta #1 0 0 0 

Acta #2 0 0 0 

Acta #3 0 0 0 

Acta #4 75,509 125,171 145,976 

Acta #5 0 0 0 

Acta #6 0 0 0 

Acta #7 0 0 0 

Acta #8 0 0 0 

Total Electoral Documents 664,703 1,095,107 1,275,417 

Availability in preliminary 
results 75,509 125,171 145,976 

Release Score ● 11.00% ● 11.00% ● 11.00% 

 

The current practice of publishing only 11% of Electoral Records, specifically the triplicate copies of Actas#4, is not 
only unacceptable but also underscores a critical lack of transparency and accountability on the part of the Supreme 
Electoral Tribunal (TSE), particularly following a public investment exceeding Q148 million. This limitation in 
publication directly erodes public trust in the integrity of the voting process. It is imperative that the TSE urgently rectify 
this situation by ensuring the complete, unrestricted publication and tamper-proof backup of all voting documents 
generated during the General Elections and the Presidential Runoff. 
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Backup and Publication Timing:  
The Success of TREP 2023 vs. SITREP 2019 

The online publication of Electoral Records is a fundamental right of all Guatemalans, particularly for the volunteers 
of the Vote Reception and Electoral Boards. In addition, the legal principle of promptness (celeridad) applies, requiring 
that all procedures be dynamically integrated into a single act, proceeding simultaneously and without unnecessary 
delays. 

We therefore propose measuring the time between document creation and online publication using a rapidly 
decreasing curve. The reason is simple: each day of delay exponentially reduces public trust in any digital file. The 
ideal time between creation and publication should be as close to zero as possible. 
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Since DigitalWitness was founded in 2019, we cannot analyze the 2015 SITREP (N/A). However, in 2019, the TSE 
published only 97% of the promised documents and only did so five days post-election. In contrast, in 2023, TREP 
successfully published 99% of the documents on election night within hours of creation, marking a significant 
improvement over the 2019 fiasco. It is also worth noting that in 2019, the TSE eventually published the duplicated 
Actas#4, but only after succumbing to the public’s demand for them.  

We don’t exist in a vacuum, and a regional comparison is helpful. In Costa Rica, following the municipal elections of 
February 4, 2024, the electoral authority has yet to publish the equivalent of Actas#4, years after the election. In El 
Salvador, during the February 2024 Legislative Assembly elections, it took their TSE more than three weeks to generate 
and publish the actas. For this reason, Guatemala’s TSE continues to hold a leadership position in electoral 
transparency in the region and earns a score of 50% for the year 2019. 

We strongly urge the TSE to eliminate the gap between the creation and online publication of Electoral Records 
generated by JRVs, JEMs, and JEDs. To achieve this, we recommend empowering citizens through: 

• Implementing a mobile application that allows volunteers to upload their own photographs of Electoral 
Records directly into TREP. 

• Including the timestamp of the final signature in every Electoral Record. 

 SITREP 2015 SITREP 2019 TREP 2023 

Release Time Span Unavailable 120 hours 24 hours 

Release Time Span Unavailable 

Times between last signature and 
document release Unavailable 

Production to Release Score Unavailable ● 50% ● 90% 

 

If all Electoral Records (actas) included the date and time of the final signature by JRV and Electoral Board volunteers, 
it would be possible to cross-check that timestamp against the time of online publication. Measuring this time 
difference would help the TSE identify ways to empower citizen volunteers to minimize delays. Achieving near-instant 
publication of Electoral Records, immediately after physical completion, would dramatically increase trust in the 
election results by eliminating the window for digital tampering by malicious actors.  
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What Are Metadata, EXIF, HASH, and TIMESTAMP? 
 

In the context of post-electoral audits and the management of documents related to voting processes, the accuracy, 
integrity, and reliability of metadata associated with each document play a critical role. Metadata, including creation 
date, SHA-256 hash, timestamp, and EXIF data, not only provides essential information about the origin and 
authenticity of documents but also ensures traceability and security within the vote information chain. Proper device 
configuration, particularly with regard to time zones, is fundamental to maintaining the consistency and accuracy of 
this metadata. This avoids discrepancies that could compromise the integrity of the voting process.  
 
Metadata 

• Information that describes the fundamental characteristics of a document, such as its author, creation date, 
and modifications. Metadata helps contextualize the content by providing a history of how, when, and by 
whom the document was handled. 

Creation Date 

• Part of the metadata that indicates when a document was created. It is crucial for establishing a timeline of 
when electoral data was generated and stored. 

SHA-256 Hash 

• A unique value generated from a document’s content using the SHA-256 algorithm. It acts like a digital 
fingerprint: any change to the document alters the hash, making it a key integrity mechanism for verifying that 
the content has not been tampered with. 

Timestamp Data 

• A time marker indicating when a specific action was performed on a document (e.g., creation, modification, 
or access). It is vital for auditing the sequence of events in the handling of electoral documents.  

EXIF Data (Exchangeable Image File Format) 

• Contains detailed technical information from image or multimedia files, such as the date, time, and device 
settings used to capture a photo or record a video. In the electoral context, EXIF data helps verify the 
authenticity and origin of images of electoral records. 

Time Zone Configuration 

• Ensuring that devices used to create or modify voting documents are set to the correct time zone is essential. 
This guarantees that timestamps accurately reflect the actual time when specific actions were performed, 
which is crucial for investigations and post-electoral audits. 
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The Immutable Proof Service: 
The difference in the Electoral System’s Health 

The Immutable Proof Service served as the technological differentiator for the 2023 TREP. It generated a digital 
fingerprint, known as a SHA-256 hash, for each image and linked it to a timestamp recorded on an independent 
infrastructure. This procedure establishes that an image already existed at a specific moment and that its content 
remained identical to the original creation. Any alteration produces a different fingerprint, breaking the match with 
the original record. 

 

Its importance lies in incorporating a verification source external to the TSE, its contractors, and political 
organizations. Third parties can verify the record independently of an institutionally managed database or the internal 
clock of a scanner. This independence proved decisive when analyzing the controversy surrounding an alleged pre-
loading of Tally Sheets 4. Some images contained EXIF metadata with times prior to the closing of the polls; however, 
that information reflects the local configuration of the equipment. In contrast, every studied tally sheet arrived at the 
Immutable Proof Service after 18:00 hours on June 25, 2023. 

The analysis of 118,320 records compared the EXIF metadata, the receipt in the Immutable Proof Service, the TSE 
records, and the timestamp of the certification infrastructure. The final three references converge in a sequence 
following the closing of the polls. Only the EXIF metadata presents groups shifted by exact amounts of hours, a 
behavior consistent with time configuration errors. Heatmaps supplement this conclusion: normalizing the time zones 
aligns the distributions, preserving intervals of approximately three and a half minutes between capture and receipt. 
This timeline is fully consistent with the scanning process and subsequent transmission. 

The Immutable Proof Service must be preserved and expanded to all Election Tally Sheets, databases, and images 
provided by citizens, poll watchers, and electoral boards. Publishing the image alongside its hash, metadata, and 
technical log allows for the complete reconstruction of the documentary chain, making any modification easily 
detectable. Annex 7 details the evidence and the temporal comparison supporting these conclusions. 
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Access to Metadata and Timestamp Information in 
Acta Creation 

The Immutable Proof Service of the Acta#4  triplicates published through TREP marked a significant improvement over 
previous election years. However, there remains substantial room for improvement in future processes. It is 
regrettable that the Immutable Proof Service was applied exclusively to the yellow triplicates of Actas#4, when it could 
have been easily extended to all Electoral Records. This limitation significantly affected the overall score for 2023, 
constraining the measurable progress that could otherwise have been achieved. 

 SITREP 2015 SITREP 2019 TREP 2023 

Total Electoral and Runoff Records 
(Actas) 664703 1095107 1275417 

Accessible Actas  
(Through TREP or The Office of 

Public Information Access) 
75532 125194 145633 

EXIF Data 0 0 145610 

Tamper-Proof 
EXIF Data 0 0 0 

Hash Signature 75509 125171 145610 

Timestamp Data 0 0 145610 

Hash Data and Immutable 
Timestamps  0 0 145610 

Metadata Score ● 3.8% ● 3.8% ● 9.5% 

 

The Immutable Proof Service provides permanent, verifiable protection for electoral data. Although it had a strong and 
positive impact in 2023, it was severely underutilized. The current volume and types of electoral documents that 
remain unprotected represent a significant opportunity cost. The opportunity for improvement not only exists; it has 
already been successfully piloted and falls fully within the TSE’s operational capacity. 

DigitalWitness has assessed the performance of data backup across the last three electoral cycles using the 
previously described metric. While the TSE’s performance in 2023 more than doubled compared to previous years, 
the opportunity to go much further was missed. 
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Was There Electoral Fraud on June 25, 2023? 
 

This question has become a false dichotomy because of how most people define ‘electoral fraud.’ Too many focus 
exclusively on the presidential election while ignoring the broader context. To have a serious and accurate 
conversation, it is crucial to avoid generalizations and ambiguities. 

On June 25, 2023, a total of 366 elections were held to elect 3,169 positions. It is an extremely complex process. 

It is important to recognize that the presidential election was only one of those 366 elections. Given the data, it is 
mathematically improbable that the published presidential result is incorrect, but that is not the case for the other 365 
elections. 

 

 Elections Mismatched 
Elections 

Positions  
(Elected Offices) 

Contested 
Positions 

Positions with 
Mismatched 

Results 

Presidency and Vice 
presidency 1 0 2 0 0 

National Congress 1 1 32 1 0 

District Congress 23 14 128 18 4 

Municipal 
Corporation  340 48 2,987 148 115 

ParlaCen 1 1 20 1 0 

Totals 366 64 3,169 168 119 

    

Comparison 2023 
TREP.gt vs. DigitalWitness 
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To address this issue effectively, we suggest adopting a practical mindset and asking: 

Does it match, or doesn’t it? 

This question requires a rational, data-based analysis rather than reliance on emotions, legal arguments, or personal 
opinions. The discussion should focus on simple mathematical consistency, not subjective interpretations.  

Of 145,812 Actas#4, a total of 127,794 matched 100% between DigitalWitness and TREP. This high number 
demonstrates that our technology works. By producing such a large volume of exact matches, DigitalWitness’s 
independent methodology is validated. If it were not working, we would not have achieved such consistent results. 

At the same time, these findings reveal a concerning number of Actas#4 with discrepancies generated by JRVs. Given 
the large number of unmatched records, we conclude that the core issue lies with the TSE. The Vote Reception and 
Electoral Boards are not to blame, as this is a systemic failure for which the TSE holds ultimate legal responsibility. 

 

The shared goal must be the full and transparent reconciliation of results. We all want elections to faithfully reflect the 
will of the people, without a reasonable doubt. 

#IWantItToMatch - Who doesn’t? 
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Does it match, or doesn’t it? 
 

 

Actas (Tally Sheets) 

 

 

Data Points (Party Recount Cells) 
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Comparison of Matching Actas 
 

In our analysis, we focused on the exact data alignment between DigitalWitness and TREP.gt, comparing electoral 
records from the 2015, 2019, and 2023 elections. 

For an Acta to be considered a perfect match, every single cell (representing data from each polling station) must 
correspond exactly between both systems. This strict verification criterion ensures the accuracy and reliability of the 
election results. 

 

 
2015 2019 2023 

Matching  
Actas % 

Matching  
Actas % 

Matching  
Actas % 

President and Vice 
President 323 1.6% 14,358 68.1% 21,751 82.2% 

National Congress 2,238 11.4% 14,788 70.5% 20,695 73.4% 

District Congress 8,973 45.8% 14,667 69.9% 18,750 60.8% 

Municipal 
Corporation 9,743 49.8% 14,424 68.7% 22,360 87.7% 

ParlaCen 2,068 10.6% 15,080 71.8% 21,116 78.7% 

TOTALS ● 23.84% ● 69.79% ● 76.55% 
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Comparison of Matching Data Points (Cells) 

In our comparative analysis between DigitalWitness and the preliminary results transmission systems of 2015, 2019, 
and 2023, we meticulously reviewed the per-table data alignment, allowing us to verify the true level of consistency in 
the documents. 

Although the Acta#4 verification for 2015 and 2019 is still ongoing, we already have substantial data available, all of 
which will be included in our upcoming report. 

 

 
2015 2019 2023 

Matching  
Cells % 

Matching  
Cells % 

Matching  
Cells % 

President and Vice 
President 84,221 27.5% 387,121 96.6% 536,158 99.1% 

National Congress 219,949 79.2% 529,411 97.0% 627,601 98.8% 

District Congress 241,361 90.7% 479,806 96.2% 601,283 98.0% 

Municipal 
Corporation 232,959 86.8% 258,164 90.1% 352,350 99.1% 

ParlaCen 229,461 84.3% 468,316 97.0% 556,117 99.0% 

TOTALS ● 73.7% ● 95.4% ● 98.5% 

 

 

Interannual comparisons show that, despite the issues in 2023, the TSE’s performance that year was significantly 
better than under the previous magistracy. 
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Where Did It Not Match in 2023? 
The ‘Contested Positions’ column highlights in red the elections where discrepancies exist between DigitalWitness 
and the TREP database. 
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Where Did It Partially Match? 
When the winning candidates match but the vote margin allows for a potential discrepancy, a contested position is 
added and marked in yellow to highlight this possibility. 
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Comparative Report 
Actas#8 vs. Preliminary results  

of 2015, 2019 and 2023 
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Are There Discrepancies Between the Preliminary 
and Official Results of 2023? 

In the context of election results, it is important to highlight that, while most citizens trust the legitimacy of the 
preliminary results issued by the Preliminary Results Transmission System (TREP), there is a notable lack of scrutiny 
regarding the significant discrepancies between these preliminary results, which are based on carbon-copies of 
Actas#4, and the official results recorded in Actas#8. 

This situation underscores the need to reevaluate and strengthen the validation and transparency mechanisms within 
the voting process, in order to ensure public trust in every phase of vote counting and in the overall integrity of the 
electoral system. 

  

 Elections 
Mismatched 

Elections 
Positions 

(Elected Offices)  
Contested Positions 

Positions with 
Mismatched 

Results 

President and Vice 
President 1 0 2 0 0 

National Congress 1 1 32 1 0 

District Congress 23 18 128 20 4 

Municipal 
Corporation 340 21 2987 56 47 

ParlaCen 1 1 20 1 0 

TOTALS 366 41 3169 78 51 

    Comparison 2023 
TREP.gt vs. Acta #8 
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To address this situation effectively, it is recommended to focus on the fundamental question: Is a discrepancy greater 
than 1% between the official results and the preliminary results acceptable? This question encourages a rational, 
data-driven analysis, avoiding emotional responses or subjective interpretations. 

It has been observed that out of 366 elections, 326 show full agreement between the final documents and the 
preliminary results. However, 41 elections present potential disputes in the allocation of seats, representing an 11% 
discrepancy. While even a 1% mismatch would already be cause for concern, this 11% figure underscores a critical 
need for review and improvement in the Preliminary Results Transmission System to safeguard the integrity of the 
electoral process. 

This situation suggests that beyond the technical performance of the system, there are systemic challenges that must 
be addressed urgently in order to preserve public trust in election results. 

 

The Shared Goal: Full and Transparent Consistency 
We all want elections to faithfully reflect the will of the people, without doubt. 

#IWantItToMatch - Who Doesn’t? 
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Preliminary vs. Official Differences Over Time 
 

Each election cycle includes 366 contests to fill 3,170 positions. The difference between the results in the preliminary 
data system and the official results recorded in Actas#8 is considered by DigitalWitness to be a key indicator of the 
electoral system’s health. 

These discrepancies in votes and outcomes highlight the urgent need to grant public access to all documents involved 
in the voting process. Despite a clear improvement in TSE performance in 2023 compared to previous years, public 
perception does not yet reflect this progress. It is therefore urgent that the TSE reduce the discrepancy rate to below 
1% in order to counter disinformation efforts and regain the trust of the Guatemalan people. 

 

 2015 2019 2023 

Elections 365 366 366 

Positions  
(Elected Offices) 

                          
75  

20.5% 41  11.2%  41  11.2% 

Contested Positions 3,161 3,170 3,170 

Mismatching Positions 443 14.0% 147 4.6%  78 2.5% 

Vote Difference 1,482,787 5.9% 495,605 2.0% 303,146 1.2% 

Preliminary and Official 
Results Discrepancy ● 87% ● 94% ● 95% 
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Where Do Actas#8 Not Match TREP.gt in 2023? 
The ‘Contested Positions’ column displays a red icon for elections where discrepancies exist between the official 
results in Actas#8 and the Actas#4 from the Preliminary Results Transmission System (SITREP). 
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Where Do Actas#8 Not Match SITREP in 2019? 
The ‘Contested Positions’ column displays a red icon for elections where discrepancies exist between the official 
results in Actas#8 and the Actas#4 from the Preliminary Results Transmission System (SITREP). 
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Where Do Actas#8 Not Match SITREP in 2015? 
The ‘Contested Positions’ column displays a red icon for elections where discrepancies exist between the official 
results in Actas#8 and the Actas#4 from the Preliminary Results Transmission System (SITREP). 
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Continuation of mismatched Actas #8 with SITREP 2015 
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Top 20 Parties with the Most Contested Positions and Vote Differences (2015, 
2019, and 2023) 
The columns reflect the absolute variations in votes and potentially affected positions, showing concerning figures 
even though they decreased notably in 2023. By simply counting the 20 most affected political parties, we can clearly 
see why comprehensive oversight of all electoral records must once again become a priority for political 
organizations. It is the responsibility of political parties to demand the elimination of these gaps. Defending the vote is 
ultimately the obligation of political organizations, as they are the only entities with the legal mandate to do so. 

Why Are Political Organizations Performing So Poorly? 

  Party 2015 
Positions 

2015 
Votes 

2019 
Positions 

2019 Votes 2023 
Positions 

2023 
Votes 

Total 
Positions 

Total Votes 

1 UNE 
                                      

61  
                       

213,010  
                                   

319  
                          

77,740  
                                          

5  
                          

48,965  
                                   

385  
              339,715  

2 UCN 
                                      

32  
                          

29,851  
                                   

104  
                          

25,152  
 -   -                                     

136  
                 55,003  

3 VAMOS  -   -                                     
115  

                          
27,382  

                                      
20  

                          
31,554  

                                   
135  

                 58,936  

4 TODOS 
                                      

28  
                          

65,602  
                                      

67  
                              

8,159  
 -  

                              
5,970  

                                      
95  

                 79,731  

5 PP 
                                      

86  
                          

83,433  
 -   -   -   -  

                                      
86  

                 83,433  

6 PC  -   -  
                                      

85  
                          

11,059  
 -   -  

                                      
85  

                 11,059  

7 FCN-NACION  -  
                          

10,717  
                                      

77  
                              

6,432  
 -  

                              
3,458  

                                      
77  

                 20,607  

8 LIDER 
                                      

60  
                       

235,413  
 -   -   -   -  

                                      
60  

              235,413  

9 CREO  -  
                              

1,030  
                                      

60  
                              

7,165   -  
                              

6,441  
                                      

60                   14,636  

10 VIVA 
                                      

13  
                          

31,021  
                                      

39  
                              

3,204  
                                          

7  
                          

23,516  
                                      

59                   57,741  

11 URNG MAIZ 
                                      

23  
                          

28,986  
                                      

25  
                          

11,488   -   -  
                                      

48                   40,474  

12 FUERZA 
                                          

2  
                          

11,939  
                                      

42  
                              

3,079   -   -  
                                      

44                   15,018  

13 VALOR  -   -                                        
38  

                              
4,507  

                                          
2  

                              
3,739  

                                      
40  

                     8,246  

14 PHG  -   -                                        
38  

                              
4,231  

 -                                
9,480  

                                      
38  

                 13,711  

15 BIEN  -   -                                        
32  

                          
10,713  

 -                                
3,896  

                                      
32  

                 14,609  

16 CONVERGENCIA 
                                      

11  
                          

12,080  
                                      

12  
                              

4,775  
 -   -                                        

23  
                 16,855  

17 PODEMOS  -   -                                        
17  

                              
1,868  

                                          
5  

                              
9,661  

                                      
22  

                 11,529  

18 SEMILLA  -   -  
                                      

21  
                              

6,841  
 -  

                              
9,509  

                                      
21  

                 16,350  

19 PRI 
                                      

17  
                          

21,502  
 -   -   -   -  

                                      
17  

                 21,502  

20 UNIONISTA  -   -  
                                      

16  
                              

5,335  
 -  

                                   
412  

                                      
16  

                     5,747  
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Recommendations 
for electoral processes, systems, and documents  

of the Supreme Electoral Tribunal 

 

To restore trust in voting results, the TSE should strengthen the polling boards and the citizenry with technology that 
lets them do more with less. The TSE will benefit from changing its approach rather than repeating the same actions 

while expecting different results. 
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Introduction to Recommendations for the TSE 
 

The recommendations that follow come from a documentary analysis of the tally sheets used in the 2023, 2019, and 2015 
processes. Throughout that review, a significant share of the inconsistencies attributable to the tally sheet system turned out to 
stem from weaknesses in the design of the instruments, from the absence of uniform completion criteria, and from the fragility of 
the backup and consultation mechanisms, rather than from deliberate manipulation. This distinction matters, because it moves the 
problem from that of suspicion toward that of institutional design, where the solutions are concrete, verifiable, and, for the most 
part, low cost. The purpose of these recommendations is to outline the conditions under which the same errors would become 
impossible, rather than to assign blame for what happened. 

The reasoning that ties the set together rests on a premise worth making explicit. The integrity of an electoral result goes beyond 
the correctness of its final count; it resides, above all, in the possibility of reconstructing and auditing, at any later moment, the full 
journey of the information from the Vote Reception Board to the consolidated database. A result may be correct and yet remain 
unverifiable; when that happens, trust in the process hangs on the good faith of the authority and on the timely availability of the 
documents, rather than resting on evidence that any citizen can examine independently. The measures proposed here aim, taken 
together, to close that gap between the correctness of a figure and its provability. 

A good part of the weaknesses detected share a common origin in the format of the tally sheets. The coexistence of manual and 
digital completion, the missing visual guides for entering digits, the ambiguous naming of columns, and the inclusion of several 
elections on a single page create conditions that invite error while making later detection harder. To this we add the limits of 
automated reading: when a document resists optical character recognition, its verification at scale depends on manual work that 
is slow and open to fresh mistakes. The cross-cutting recommendations, applicable to every tally sheet, aim precisely to 
standardize formats, unify data entry, ease OCR reading, and embed in each document the elements that link its physical version 
with its immutable digital backup. Introducing tally sheet codes that carry board, election, and page information, QR codes that lead 
to the document backup, and a record of the date, hour, and minute of the last signature seeks to give each piece an identity and a 
traceability that today it holds only inconsistently. 

Alongside these general measures, two instruments call for distinct treatment because of their function within the process. The 
Acta#4, given its central role in the polling station count, allows a design cleanup that separates the opening from the count, adds 
completion instructions and examples, replaces acronyms with party codes, and provides standardized spaces for observations, 
strikeouts, and corrections. The Acta#5, by contrast, prompts a broader proposal: replacing it with multiple digital captures of the 
Acta#4, taken independently by the board members and the party poll watchers, published online together with the device, time, 
and location metadata of each capture. This distributed redundancy turns the documentation of the result into a collective and 
decentralized act that resists tampering and remains available for consultation at the scrutiny review hearings.  

The final axis addresses backup and public access, which form the foundation on which every possibility of audit rests. Improving 
the design of the tally sheets accomplishes little if the resulting documents lose their integrity, wait too long to be digitized, or stay 
beyond the effective reach of the citizenry. On this front, the proposal is to preserve and extend the Immutable Proof Service to 
every tally sheet, to digitize and back up each document as soon as it is created, to keep immutable databases that hold both the 
initial zero state and the final result, and to rescue the historical archive by digitizing and publishing the physical tally sheets the 
Tribunal keeps from prior events. Replacing disc delivery with an interactive cloud consultation system, within the scope of the 
Public Information Access Office, completes this purpose by turning documentary access from an exceptional procedure into an 
ordinary right of the citizen. 

Taken together, the recommendations aim to correct the points where the documentation is today fragile, opaque, or ambiguous, 
rather than to redesign the electoral system. Each one follows the same criterion: that verifying a result should depend on the 
evidence the system itself is able to offer, rather than on trust placed in whoever administers it. 
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General recommendation for electoral documents 
from Acta#1 through Acta#8 
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Clarifying Note 

The recommendations for the electoral documents are proposals meant to illustrate the report's recommendations, 
rather than final formats ready for use. Before adopting any of them, the TSE should test each model under conditions 
equivalent to those of election day: completion by hand with different scripts and inks, capture with a scanner and 
with a phone camera of varying quality, and reading with the OCR engines that will be used. The test serves to confirm 
two things. First, that the boards can fill out the tally sheet with clarity. Second, that the OCR reads it reliably and that 
every design element, whether a box, a code, a reference mark, or a shading, supports accurate reading and preserves 
precision. A format should enter the official process only after it has shown in those tests that it helps verify the tally 
sheet rather than getting in the way. What appears here is working material; the final redesign, and the tests that back 
it, remain the TSE's decision. 
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Technical Background 
 

Optical Character Recognition (OCR) refers to the reading of characters through a repeatable mechanism that seeks 
to speed up the reading of information. With the development of computers, OCR has advanced to the point where 
near instant reading of large quantities of documents is achievable at minimal cost. It is the ideal technology for the 
rapid reading of the hundreds of thousands of Acta#4 triplicates published on the TSE website for the Preliminary 
Results Transmission System (TREP.gt). It lets any citizen who is able to learn OCR software independently verify the 
vast majority of the information published by the TREP. 

The methods for transmitting the Acta#4 have undergone a great deal of modernization since their birth in the 1980s. 
We went from having fax machines in the municipal seats, to which the voting documents from remote communities 
were physically transported, to having at least one smartphone, a laptop computer, a router, and a scanner in 2023. 
The transmission of the yellow Acta#4 triplicates happens that same night, from the polling center, thanks to this 
modernization of telecommunications; therefore, to include good OCR practices, updating the Acta#4 is essential.  

Independent reading of the data could happen at a speed comparable to the transmission of the document, unlike what 
happens today. DigitalWitness, the only citizen audit effort that has verified every public document, relies on a great 
deal of technology (OCR, Artificial Intelligence, and encryption, among others), supported by more than 1,700 
volunteer users, and even so we took 15 days to verify every vote on the 2023 Acta#4. The gap between the speed at 
which the images are transmitted and the effort their reading demands is what drives widespread distrust.  

The following recommendations can close this gap, achieving more with the space available on the Acta#4 and 
replacing errors with solutions. Put another way, our recommendations work with the existing Acta#4, requiring only 
an administrative decision by the full panel of magistrates rather than any change in law. In this way, the TSE can 
strengthen the polling boards with technology that lets them do more with less. Repeating the same actions once again, 
while expecting different results, for the next national vote, would be irrational. 

 

https://lahora.gt/nacionales/hquino/2023/07/07/derek-urizar-ingeniero-en-sistemas-por-actas-electorales-no-hubo-fraude-solo-errores-sin-mala-fe/#Echobox=1688732957-1
https://lahora.gt/nacionales/hquino/2023/07/07/derek-urizar-ingeniero-en-sistemas-por-actas-electorales-no-hubo-fraude-solo-errores-sin-mala-fe/#Echobox=1688732957-1
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Recommendations for the Electoral Records 
A. Access to every Electoral Record 
We should consider every Acta that makes up the voting system. The Actas are: 

Acta Name Description 

Acta #1 Opening Record 
Document that records the start of voting, registers the identity of the party poll 
watchers present and the JRV volunteers. 

Acta #2 Voter Control Sheet Used to keep track of voters. 

Acta #3 Challenge Form For the exclusive use of the party poll watchers. 

Acta #4 
Final Record of Closing and 
Scrutiny Records the voting results at the polling stations. 

Acta #5 JRV Scrutiny Certification A “faithful” copy of the Acta #4. 

Acta #6 Municipal Scrutiny Summary Records the voting results in each municipality. 

Acta #7 Municipal Scrutiny Certification Summary of the Acta #6. 

Acta #8 District Scrutiny Summary Records the voting results in each district, awarding the election's seats to the 
Municipal Corporation. 

 

The first three Actas remain inside the boxes of each polling station. Before sealing the boxes, the JRV volunteers, in 
the presence of the party poll watchers, could easily take a photograph of them through a mobile application or bring 
them to the TREP data entry operator to use the scanner available at each polling center. Doing this would give TREP 
a copy of Actas #1, #2, and #3, reducing the need to open the electoral boxes while providing more information for 
public access. 

We should learn that the Acta#6 is legally known as “document #6, Municipal Scrutiny Summary” and contains the 
municipal sum of every Acta#4 from each election in each municipality. The Acta#6 is produced by the Municipal 
Electoral Boards (JEM) for the Scrutiny Review Hearings called by the District Electoral Boards (JED). These take place 
within a maximum of 5 days after the election, when they are called within the corresponding legal period. During the 
Scrutiny Review Hearings, the departmental poll watchers of every political organization competing in the department 
should attend, accompanied by their Acta#5 (Scrutiny Certification), so they can confirm that the Acta#4 presented at 
that Hearing are the correct ones. This is why it matters so much that the Acta#5 be updated to appear in the TREP in 
a digital format, allowing the Scrutiny Review Hearings to consider all the relevant information.  

For now, these valuable municipal sum documents remain absent from the TREP despite the multimillion investment 
in the system. In 2019 and again in 2023, these invaluable documents even disappeared from the record and remain 
inaccessible to the citizenry, making it impossible to verify the voting totals for 2015, 2019, and 2023. Adding these 
documents to TREP builds trust in the results because it makes it possible to reconcile the official results with those 
published on the TREP.  

It is worth noting that the JEM also produce the Acta#7, the “Municipal Results Certification,” and deliver it to the 
District Electoral Boards (JED). We also recommend including a digital photograph of this document through a mobile 
application, or by assigning a TREP data entry operator to the JED scrutiny hearings. In this way, the TREP could 
display each Acta#6 accompanied by its certification, the Acta#7, letting the later oversight process use the TREP as a 
crucial tool for the final sums.  
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The Acta #8 is legally known as “document #8, District Scrutiny Summary” and is the product of the Scrutiny Review 
Hearings of the JED at the moment of receiving every document #6 and #7 from the JEM that make up their districts. 
These documents should be added to the TREP so that all citizens can verify that the municipal and district sums, at 
the national level, correspond to the data presented in the Acta#4 on the TREP. 

Acta Actas Vers. Copies Actas per 
Process 

Dupl. Actas Total Actas 

TSE Magistrates' 
Resolution 

27 1 1 27 0 27 

#8. District Scrutiny 
Summary 23 2 2 46 46 92 

#7. Municipal Scrutiny 
Certification 340 6 3 2,040 4,080 6,120 

#6. Municipal Scrutiny 
Summary 

340 6 2 2,040 2,040 4,080 

#5. JRV Scrutiny 
Certification 

24,585 6 5 147,510 590,040 737,550 

#4. JRV Final Record of 
Closing and Scrutiny 24,585 6 3 147,510 295,020 442,530 

#3. Challenge Form 
Information unavailable. These actas are held by political organizations and the JRV without public access 
for verification. We suggest a mobile application that allows them to be collected. 

#2. Voter Control Sheet 24,585 2 1 49,170 0 49,170 

#1. Opening Record 24,585 2 1 49,170 0 49,170 

TOTAL 99,070     397,513 891,226 1,288,739 

 

The absence of published Original Acta#4, Acta#6, Acta#7, and Acta#8 creates the perception among many sectors 
of the population that there are official result data hidden from the citizenry. The June General Elections and the August 
2023 Presidential Runoff produced 1,228,712 documents. The TREP publishes barely the Acta#4 triplicates, an 
unacceptable 11% after more than Q148 million in investment. This is the origin of so much distrust toward the voting 
system and, left uncorrected, it leads irremediably to the return of violence to the transfer of power. The TSE has an 
obligation to guarantee transparency and protect the peaceful transition of power, so: 

When will access be granted to every Electoral Record in the voting system?  
Continuing a half-measure publication practice is unsustainable. It is the TSE's responsibility to keep Guatemalans' 
trust in voting results from degrading further. Trust in voting results becomes possible when we do more with less, 
rather than repeating the same actions while expecting different results. 
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B. Ease the OCR reading of every Acta 
Easing the OCR reading (Optical Character Recognition) of every electoral record is essential to restoring trust. This 
technological advance is fundamental for modernizing the vote counting and verification process, allowing an efficient 
and precise digitization of the data contained in the tally sheets.  

Importance of OCR Reading 
The use of OCR technology transforms the management of the tally sheets from their collection through their analysis. 
By converting printed text into manageable digital data, it speeds up the processing of the information significantly. 
This is especially valuable in the voting context, where speed and accuracy remain crucial for maintaining the integrity 
and transparency of the process. 

Reduction of Human Errors 
Manual transcription of data is prone to errors. Optimizing OCR minimizes these errors by allowing automated data 
capture, which results in a fast and complete post-electoral audit process. 

Faster Scrutiny Process 
With OCR optimization, the tally sheet data can be processed quickly, speeding up the scrutiny and the release of 
preliminary and official results at every stage of the process. 

Verification and Transparency  
The data digitized through OCR can be readily verified against the printed originals, which increases the transparency 
of the voting process and strengthens trust in the results. 

Accessibility of the Data 
Once digitized, the data becomes available for deeper analysis and can be accessible to auditors, observers, and the 
general public, ensuring greater transparency. 

Optimization of Resources 
Automating the data processing reduces the need for personnel to enter data by hand, which can translate into lower 
operating costs. 
 
Adopting OCR technology in the redesign of the electoral records represents a significant step toward modernizing 
the voting system, contributing to the efficiency, precision, and transparency of the voting process. This approach 
improves the internal management of the elections and also reinforces public trust in the integrity of the voting 
process. 
 

http://www.fiscaldigital.net/


 

 
 Report.DigitalWitness.io 53 

OCR Legibility Over Time 
Improving the legibility of the scanned tally sheets for OCR reading is fundamental because the current design 
presents challenges in legibility and precision for this technology, which slows and complicates verification. Proposals 
include direct photography of the original Acta#4 through smart devices at the polling stations, allowing a complete 
record free of degradation and easing access to information. These improvements would support clarity, precision, 
and efficiency in the oversight and verification of the votes. We suggest using a legibility metric, based on the number 
of documents successfully read with OCR. Indicator 

 

2015 2019 2023 2023 

Data Retrieved by Humans 

Pending Pending 

                          
812,003  

Data Retrieved by OCR 
                     

1,894,674  

Total Data Points 
                     

2,706,677  

Legibility Score Pending Pending ● 70.00% 

 

The legibility of the tally sheets with OCR depends in good measure on the quality of the images and 
photographs of the Actas. It is important to define minimum quality standards to help ensure that the 
Actas are legible automatically. It is equally important to measure the quality of the scanned images to 
identify areas for improvement in device acquisition. 
Indicator 

 

 SITREP 2015 SITREP 2019 TREP 2023 

Image DPI 96 dpi 200 dpi 96 dpi 

DPI Score 
48.00% 100.00% 48.00% 

Resolution 
1 MP 3.5 MP 2.5 MP 

Resolution Score 
29.00% 100.00% 71.00% 

Color 
NO NO YES 

Image Quality Score 
● 26.00% ● 67.00% ● 73.00% 
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C. Include relevant QR codes on every Acta 
Including QR codes on every electoral record represents a significant advance in the quick identification and 
management of information. These codes allow instant access to the specific data of each acta through a simple scan, 
greatly easing the tasks of verification, oversight, and real time tracking of the voting process. Using QR codes to 
identify the actas brings several key advantages: 

Quick Access to Information:  
By scanning the QR code, one can immediately reach the details of the acta, such as the polling station, the acta 
number, and any other relevant information chosen for inclusion. This removes the need to search by hand for basic 
information within the acta, speeding up the audit and review process significantly. 

Improved Oversight:  
Electoral observers, party poll watchers, and other interested parties can use the QR codes to quickly verify the 
authenticity and the content in the Immutable Proof Service of the actas without extensive manual processes. This 
contributes to an environment of transparency and trust in the voting process, since it eases the detection of 
discrepancies or irregularities. 

Efficiency in Document Handling:  
Identifying the information through QR codes allows better document management, reducing the risk of losing 
physical documents and simplifying the storage and retrieval of data. It also favors the creation of an accessible digital 
archive that can be used for future analysis. 

Integration with Electronic Systems:  
QR codes can be readily integrated with electoral management platforms, allowing real time data synchronization. 
This is particularly useful for updating voting result transmission systems as each acta is processed.  

Capacity to Include Expanded Metadata:  
Beyond basic identification, QR codes can hold detailed metadata about the acta, including information on the number 
of pages, creation date, parties, election type, department, municipality, and any other pertinent data. This enriches 
the value of the document and provides an additional layer of verification and security. 
 
In conclusion, incorporating QR codes into the electoral records is a strategy that aligns the voting process with 
modern information management practices. It eases verification and access to data, improves transparency and 
efficiency, and reinforces trust in the voting mechanisms. 
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D. Use an acta code for every acta 
Using acta codes on each page of each voting document would ease a later audit and would also allow key sections 
within each document to be documented, identified, and referenced. 

MICR Characters:  
We suggest that the acta code be implemented through these standards, widely proven by banking systems as a 
reliable method for identifying and processing documents. 

Use of Special Characters and Numeric Board Code:  
Using the special characters of the MICR format to identify the electoral board that manages the acta allows quick 
identification of the human actors responsible behind each document. It is well known that the polling station number 
identifies a given JRV, yet codes for the JEM and JED still need to be implemented. We suggest a four-digit code for the 
JEM, two for municipality and two for department, and a two-digit code for the JED, corresponding to their department. 

Inclusion of an Optional Page Number:  
Page numbers within each individual code allow reference to and citation of delimited sections of each document, 
which enables quick and effective cross review. Actas that consist of single pages (Acta#1 and Acta#3) stay excluded. 

Inclusion of an Optional Election Number:  
Election numbers apply exclusively to the actas that contain voting and scrutiny data (Acta#4, Acta#5, Acta#6, Acta#7, 
and Acta#8), leaving out the opening, challenge, and station management sheets (Acta#1, Acta#2, Acta#3, the 
openings of Acta#4 and Acta#8, and the closing of Acta#8). We suggest that this figure come last, preceded by a special 
separator. 

Usage examples:  
Suggested code examples for Acta#4, Acta#6, Acta#7, and Acta#8. 

 

 



 

 
56  Report.DigitalWitness.io 

Example of individual components in use:  
Below are the different sections that make up the code of an acta. 
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E. Standardize the format of every acta 
Standardizing the format of the electoral records is an essential measure for optimizing and harmonizing data 
management within the voting system. This uniformity eases the interpretation and processing of the information by 
the various actors involved and also contributes to the efficiency of the system as a whole. Let us look in detail at the 
benefits and considerations of this standardization: 

It Eases Training and Understanding:  
A standardized format for every electoral record simplifies the training of voting personnel and observers. With a 
uniform design, the time needed to become familiar with different types of documents drops, which allows more agile 
and effective handling of them during the voting process. 

It Improves Data Processing Efficiency:  
Standardization allows the implementation of automated systems for recognizing and processing data, such as OCR 
and other digitization systems, which perform best with predefined formats. This translates into fewer human errors, 
greater speed in consolidating results, and a smoother scrutiny process. 

Uniformity in the Presentation of Information:  
A standard format ensures that crucial information, such as voting results, polling station identification, and turnout 
data, appears consistently across every acta. This eases the comparison and analysis of data at the national level and 
also contributes to the transparency and reliability of the voting process. 

Design Optimized for Completion:  
By considering both manual and digital completion in the design of the actas, best practices can be identified and 
applied to minimize errors and maximize clarity in presenting the information. This is especially relevant in high 
pressure, time-constrained settings, where clarity and ease of completion can have a significant impact on the quality 
of the data gathered. 

Adaptability and Scalability:  
A standardized format is easier to update and adapt to new needs or technologies that arise over time. This ensures 
that the voting system can evolve without a complete redesign of the electoral records, allowing a smoother integration 
of future innovations. 

Standardizing the format of the electoral records, therefore, goes beyond a matter of order or visual uniformity; it is a 
critical component for ensuring the effectiveness, accessibility, and integrity of the voting process. By establishing a 
clear and coherent standard, the groundwork is laid for a more robust and resilient voting system. 
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F. Unify data entry 
Improving the design of the electoral records to ease their completion, both manual and digital, and unifying data entry 
are crucial steps toward optimizing the voting process. These improvements can increase efficiency and reduce 
errors, and they also ensure coherence and precision in the capture of voting data. The implications and benefits of 
these measures are detailed below: 

Easing Manual or Digital Completion 
1. Intuitive Design: A well thought out design reduces complexity and minimizes the chance of errors while filling 

out the actas. This is especially important in high pressure situations, such as the closing of the polling 
stations, where errors can have significant consequences for the final results. 

2. Adaptability: By considering the needs of both manual and digital completion, the actas become more 
versatile and accessible. This allows a smooth transition toward full digitization of the voting process, 
adapting to the different environments and resources available at the polling centers. 

3. Simplified Training: A standardized design that is easy to fill out shortens the learning curve for electoral 
personnel and volunteers, which eases training and ensures greater uniformity in the handling of the actas at 
the national level. 

Unifying Data Entry 
1. Consistency in the Information: Unification ensures that all data is gathered uniformly, which eases its 

processing, analysis, and comparison. This is fundamental for consolidating results and for maintaining the 
integrity of the voting. 

2. Improved Data Analysis: With data structured coherently, more sophisticated data analysis tools can be 
applied to identify trends, patterns, and, potentially, irregularities, contributing to transparency and trust in 
the voting process. 

3. Technological Integration: Unifying data entry is an indispensable prior step for the effective implementation 
of advanced technologies, such as artificial intelligence and big data analysis, in the monitoring and analysis 
of the voting process. 

These improvements, implemented together, represent a comprehensive strategy for modernizing the electoral 
records, making the process more efficient and also more resilient to the challenges of handling large volumes of 
information in voting contexts. Moreover, by standardizing and easing the completion and processing of the actas, the 
groundwork is laid for a more transparent and accessible voting system that inspires greater trust among voters and 
participants in the voting process.  
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G. Date, hour, and minute on every Acta 
Including a section for last signature time data on every acta is fundamental to the transparency and reliability of the 
voting process. This data allows the temporal integrity of the actas to be verified, ensuring that the acta stayed intact 
after the final signature. It provides a clear and verifiable record of when the acta was completed, which is crucial in 
situations where the sequence of events may be disputed. It also improves the audit capacity of the voting process, 
allowing more detailed and precise tracking of each stage of the vote counting and certification. This level of detail 
supports trust in the voting system, by showing openness and rigor in the documentation and handling of the voting 
results. 

General use in Acta#1, Acta#3, Acta#4, Acta#5, Acta#7, and Acta#8 
Using last signature time data on every page of actas 1, 3, 4, 5, and 7 is essential to ensure transparency and integrity 
at each stage of the voting process. This data, combined with Immutable Proof Service systems, acts as a mechanism 
that prevents fraud and bad practices, ensuring that any attempt at manipulation can be identified and corrected. It 
eases the traceability and audit of the voting procedures, from the start of voting through the certification of the results, 
thereby reinforcing trust in the legitimacy and precision of the democratic processes. 

Strategic use in the total sums of Acta#6 and in the opening, departmental results, and acceptance and 
closing of Acta#8 
On actas 6 and 8, which are filled out digitally and may span dozens or hundreds of pages, the time record will apply 
strategically only to the municipal total sums and to the final results, respectively. This decision optimizes the balance 
between security and operational efficiency. By recording time only at the critical moments, opening, closing, and 
sums, the integrity of the most relevant data stays protected, while lowering the administrative and technological load 
that a time record on every page would impose. This allows verification and audit resources to concentrate where they 
truly matter, ensuring transparency and reliability while keeping the voting process agile. 

Including the Immutable Proof Service, combined with the time data in the voting process, offers a crucial layer of 
security and transparency. This strategic approach guarantees the integrity and verifiability of the voting results, 
allowing an effective audit and preventing manipulation. By applying these mechanisms at key points in the process, 
such as the total sums and the moments of opening and closing actas, resources stay optimized while the precision 
and reliability of the process remain intact. This strategic balance underscores the importance of adopting advanced 
technologies to strengthen modern democracies. 
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H. Strategy for Filling Out the Electoral Records: Distinguishing Acta#6 and #8 
from Acta#4 and #7 

Acta#6 and #8: Digital Data Entry 
The Acta#6 (“Municipal Scrutiny Summary”) and Acta#8 (“District Scrutiny Summary”) are documents that 
synthesize the results of multiple polling stations at the municipal and district levels, respectively. Given their 
complexity and the considerable volume of data they handle, we recommend that the digits and numeric data be 
entered digitally. This methodology offers significant advantages: 

• Precision and Error Reduction: Digital data entry minimizes the human errors associated with manual 
completion, especially in large documents. 

• Processing Efficiency: Digitizing the data eases more agile processing and a faster consolidation of results 
at the municipal and district levels. 

• Transparency and Accessibility: It eases the review and verification of the data by interested parties, 
improving the transparency of the voting process. 
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Acta#4 and #7: Manual Completion in a Preset Format 
We emphatically recommend keeping the manual completion of the Acta#4 and the Acta#7. The Acta#4 (“JRV Final 
Record of Closing and Scrutiny”) and Acta#7 (“Municipal Results Certification”) are official certifications that confirm 
the voting results at the polling station and municipal levels, respectively. For these actas, we suggest keeping the 
manual completion of the data within a preset format for the following reasons: 

• Legal Value and Authenticity: Manual completion with ink pen, including the signatures of those responsible, 
gives these actas a legal value and a level of authenticity that is fundamental to the results certification 
process. 

• Practicality and Convenience: Since these actas certify results at a more granular level and are fundamental 
to review and appeal processes, manual completion ensures that the traceability and the personal character 
of the certification process stay intact. 

This differentiated strategy optimizes the use of resources, harnesses technology to improve precision and efficiency 
where it is most needed and preserves the importance of the human factor and legality in certifying the voting results. 
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I. Optimizing the Presentation of Voting Results in Acta#6 and Acta#8 
Overlap between the results of different elections on the Acta#6 and Acta#8 should be avoided. Keeping separate 
sheets achieves clarity, precision, and transparency in presenting the voting results. This measure will ease the 
reading and understanding of the results by everyone interested, minimizing the chance of confusion and errors in 
interpreting the data. Moreover, separating the results by municipality and department on the Acta#8 ensures a logical 
and coherent organization of the information, which contributes to more efficient verification and to the integrity of 
the voting process. By keeping results from different elections off a single sheet, auditors and observers gain a stronger 
capacity to carry out precise and detailed tracking, thereby supporting transparency and trust in the voting system.  
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J. Optimizing Voting Data Processing through the Use of OCR-B and MICR 
Characters 
The recommendation focused on adopting OCR-B and MICR characters for voting data processing addresses a crucial 
aspect for the modernization and efficiency of the voting system. OCR-B characters, designed to be legible both by 
optical character recognition systems and by humans, play a fundamental role in the efficient digitization of texts. 
Their clarity and precision reduce the risk of errors in interpreting the data significantly, easing reliable and effective 
automation in processing critical voting information. 

MICR characters, on the other hand, used mainly to encode specific numeric information such as political party codes 
and geographic areas, offer fast and precise reading by automated systems. This technology is especially valuable in 
handling large volumes of data, where speed and accuracy remain paramount to ensuring the integrity and 
transparency of the voting process. 

Implementing shaded boxes for the manual entry of digits, inspired by the design of calculator digits, promotes 
standardization and uniformity in the entry of handwritten data. This technique minimizes interpretation errors by 
OCR systems, ensuring that the digits are recognized with high precision, which is essential for vote counting and the 
consolidation of results. 

This detailed recommendation underscores the importance of adapting advanced character recognition technologies 
to improve the management of voting data. Through the standardization of OCR-B and MICR characters, together with 
the use of shaded boxes for handwritten digits, a more agile, transparent, and reliable voting system becomes 
achievable. These measures ease the work of the voting operators and also contribute significantly to public trust in 
the voting process, by ensuring that the results are processed precisely and efficiently. 
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K. Correcting the Naming of the Scrutiny Column in Acta#8 to Reflect the Correct 
Data Source 
To guarantee precision and coherence in the documentation of the voting, each column and section of the actas should 
correctly reflect its source and purpose. In the case of the Acta#8, which currently states that the scrutiny data comes 
from the JRV (Vote Reception Board) when it in fact rests on information gathered by the Acta#7 prepared by the JEM 
(Municipal Electoral Board), we recommend correcting the naming of the scrutiny column to properly reflect its origin. 

This recommendation involves a detailed review of the Acta#8 to ensure that any mention of the data source matches 
the reality of the voting process. Making this adjustment strengthens the transparency of the voting process, avoids 
confusion among the different actors involved (such as electoral observers, political parties, and the general public), 
and ensures that the chain of custody of the voting information stays clear and verifiable.  
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Design Optimization for the Electoral Records 
Modernizing and optimizing the voting process through the redesign of every acta, from the Opening Record through 
the District Scrutiny Summary, forms a fundamental pillar for guaranteeing the efficiency, transparency, and 
accessibility of the voting system. This redesign goes beyond the matter of aesthetic improvement or technological 
updating; it is a pressing need to adapt the voting system to the challenges and demands of the 21st century, ensuring 
that each step of the process stays accessible, verifiable, and efficient.  

Example of current actas: 
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Anatomy of the proposal for Acta#4 
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Redesign Overview for Actas 1, 2, 3, and 7 
 

 



 

 
68  Report.DigitalWitness.io 

Redesign Overview for Acta#4 
To see the actas at full size, go to the corresponding Acta section in Annex 6: Recommended New Designs for Elections 
and Systems. 
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Redesign Overview for Actas 6 and 8 
To see the actas at full size, go to the corresponding Acta section in Annex 6: Recommended New Designs for Elections 
and Systems. 
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Recommendations  
Specific to Acta#4 

JRV Closing and Scrutiny 

 

 

 

 

 

 

 



 

 
72  Report.DigitalWitness.io 

Recommended Acta#4 for the runoff (presidential 
runoff) 
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Recommended Acta#4 (Presidency) for future 
general elections  
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Actual Acta#4 used for the 2023 Presidential election 
The following Acta#4 corresponds to polling station #1 in the country, in the Presidential election, and lets us compare 
the differences with the one recommended above. 

3  
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Recommendation #1: Digitization of the 3 Acta#4 
Triplicates by the TREP 

 

Let us look at the recommendation side by side with the reality of June 25, 2023: 

 

Below, we see some of the problems, the symptoms, of scanning only one of the duplicates. They range from pressure 
marks left by other documents to corrections made with pen over the duplicate. Restoring trust requires every acta. 

 

 

 

Every citizen has a right to the original of the Acta#4. Denying access to originals generates a great deal of distrust, 
especially when we consider that the TREP data entry operators can indeed consult the original Acta#4 at the polling 
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center and can also ask the president of the polling station about the Acta#4 information. This means TREP.gt is built 
with more than double the information available to the general citizenry, creating a situation of predictable distrust by 
making an audit based on the same information impossible. 

Name Scope Quantity Available to 
TREP.gt 

Published by 
TREP.gt 

JRV Final Record of Closing and 
Scrutiny (Original) JRV 147,510 147,510 147,510 

Acta #4 Yellow Duplicate - Data 
Processing JRV 147,510 147,510 Unavailable 

Acta #4 Light Blue Triplicate - 
Internal Mail JRV 147,510 Unavailable Unavailable 

TOTAL   442,530 ● 66.67% ● 33.33% 

 

Every polling center has at least: 1 scanner, 1 laptop, 1 router, and 1 smartphone. The photograph of the original Acta#4 
(white), and also of the triplicate (light blue) of the Acta#4, can be taken at any of the following moments:  

1. By the JRV volunteers with their own phones upon signing the Acta#4, uploading to TREP.gt through a mobile 
application. 

2. By the party poll watchers of political organizations with their own phones upon signing the Acta#4, uploading 
to TREP.gt through a mobile application. 

3. By the data entry operator at the computing center, using the phone available for TREP.gt at the computing 
center (known as “Plan B” in case power is lost), visiting each polling station once the scrutiny finishes.  

4. By the Polling Center Coordinator when consolidating every Acta#4 from the polling center, using the scanner 
at the computing center or their own phone to upload it to TREP.gt through a mobile application. 

5. By the Municipal Electoral Boards (JEM) upon receiving the original Acta#4 from the Polling Center 
Coordinators, using the TREP.gt polling center scanners or their own phone to upload it to TREP.gt through a 
mobile application. 

Having invested more than Q148 million in TREP.gt only to display Acta#4 triplicates (yellow) is irrational and 
generates distrust by making it impossible to audit the preliminary results with information free of degradation. The 
originals of the Acta#4 are the property of the people of Guatemala, so when will they be published digitally? Where 
are they kept, and how can a citizen access them? 
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Recommendation #2: Date, hour, and minute of the 
last signature by poll watchers and the JRV 
Let us look at the recommendation side by side with the reality of June 25, 2023: 

 

The current Acta#4 has space for up to 10 party poll watchers to sign their consensus, in addition to the three main 
board volunteers. Adding a space at the end of this box to show the date, hour, and minute of signing adds forensic 
information to the Acta#4. This eases the separation of normal, trustworthy Acta#4 from anomalous ones, allowing 
highly reliable investigations that can determine what happened in every anomalous case. Today, the only information 
available is the moment when the Acta#4 became digitally available on the TREP.gt through the Immutable Proof 
Service. While having the point in time from the Immutable Proof Service is valuable on its own, having a written record 
on the acta increases the usefulness even further. 

It is worth noting that this practice of placing signature, date, hour, and minute is one the TSE's administrative staff 
applies to all of their documents. DigitalWitness has collected several that we can see below. Why not treat the Acta#4 
with the same discipline applied to every internal document delivery at the TSE? 

 

https://trep.gt/
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Recommendation #3: Standardizing the Observations 
space 
Let us look at the recommendation side by side with the reality of June 25, 2023: 

 

The “Observations” space has a different format for writing numbers, which makes quick reading of it nearly 
impossible. It also led many Acta#4, like the earlier sample from polling station #1 in the country, to omit the 
information on Ballots Received and Ballots Unused. Below we show examples: 

 

These examples show just a few cases where the Observations resist OCR reading or simply lack this valuable data 
that lets us reconcile the ballots received with the votes reflected on the actas. 

We recommend adding to the opening Acta#4 a separate page dedicated exclusively to recording the names, 
signatures, and DPI numbers of the members of the Vote Reception Board and the poll watchers present. This sheet 
should form part of the electoral file while staying separate from the pages of the Acta#4 that will be digitized and 
published online. This keeps the personal data of volunteers and poll watchers from unnecessary exposure, protects 
their identity against misuse of this information, and preserves the ability to verify who participated in and signed the 
original document. Moreover, moving this data to a specific sheet frees useful space on the scrutiny Acta#4, allowing 
it to go toward fields for results, observations, corrections, validation signatures, and other elements needed to 
improve its legibility, completion, and digital processing. 
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Recommendation #4: Standardizing the initial space 
of the Presidential Acta#4 
Let us look at the recommendation side by side with the reality of June 25, 2023: 

 

Keeping consistency in the way the numbers are written is vitally important for increasing the reliability of quick data 
reading. In reality we see that the DPI numbers, the scrutiny start time, and the number of voters who showed up all 
differ. This produces a very low confidence rate for the quick reading of this information, making it impossible to 
achieve. Our recommendation corrects this design error without harming the space used on the Acta#4, creating more 
and better information with the same resources. 

In our optimized Acta#4 model we incorporate this recommendation on a full opening page, to avoid consuming space 
on the Presidential page. This practice allows the opening sheet to include precise instructions that let every volunteer, 
particularly the first timers, do their work correctly. It also generates the space needed to include links to instructional 
videos through QR codes. Many JRV volunteer training videos were made by the TSE and added to the internet through 
YouTube, yet they reveal very poor attendance in the number of views they received. Ensuring that every JRV, without 
exception, can find the learning materials that let them educate themselves on how to do a good job will dramatically 
increase the quality of that work, considerably reducing the volume of errors. 

The removal of the DPI fields proposed here depends on moving the complete identification of the poll watchers and 
JRV members to the Acta#1 and incorporating it into the TREP, in line with the recommendation on documentary 
architecture. 

The 3 QR codes lead to 3 YouTube videos with fewer than 20 thousand views. There were more than 100 thousand volunteers. These view counts, 
so low, are unacceptable. 
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Recommendation #5: Hyperlink in the QR code to the 
specific TREP URL 
 

Let us look at the recommendation side by side with the reality of June 25, 2023: 

 

 

 

Scanning the one on the left with a smartphone takes us to the specific address of this document on the TREP.gt that 
allows viewing the Acta#4. Meanwhile, the one on the right produces the number 100001181. The number holds no 
public usefulness, while our recommendation is useful for every human being in the world with a smartphone. Making 
this change has the potential to reduce the spread of false information, easing the discovery of official information. 

It is worth mentioning that this suggestion was communicated explicitly to the full panel of TSE magistrates, along with 
its Electoral Directorate, General Directorate of Data Processing, TREP providers (DataSys and Podernet), as well as 
political organizations and electoral observers during the 2nd TREP simulation on June 3, 2023. We regret that it was 
left out of the general elections of June 25 and the presidential runoff of August 20, 2023. 

Repeating the same actions while expecting different results is irrational. 
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Recommendation #6: Remove the acronym column, 
and add a signature space beside the corresponding 
party 
Let us look at the recommendation side by side with the reality of June 25, 2023: 

 

Every political organization present in each election has on the left side its code (a number assigned by the TSE), its 
name, and its acronym. On the right side, where the party poll watchers sign, there is space only for the acronym. 
Replacing the acronym with the code makes it possible to identify, on every Acta#4, which political organizations were 
present with party poll watchers. This is impossible today because the acronyms are written in 25 thousand different 
ways and no quick reading methodology can generate reliable information from that. Along the way, including the 
figure of the 8 in gray increases the chance of being able to read the DPI numbers. This practice ensures that it stays 
evident to the JRV where they should place numbers, increasing the likelihood that all numeric information appears 
on every acta, without exception. 

In our optimized Acta#4 model we suggest removing this column entirely, placing the space for signature and DPI 
beside its corresponding party. This saves time, confusion, and space in the document by avoiding duplicate 
information about political organizations.  

One could even explore having all the DPI numbers of the poll watchers and the JRV volunteers recorded on the 
opening sheet of the Acta#4. In this way, all the space used to record the DPI numbers of poll watchers and the JRV 
becomes free, opening up more useful space. Moreover, the TSE can keep the opening acta unpublished to safeguard 
the privacy of JRV volunteers and party poll watchers by leaving DPI numbers off the public internet. In this way, the 
Acta#4 with voting results includes only the signature of the poll watchers and JRV volunteers, confirming their 
acceptance of it. 
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Recommendation #7: Digit Completion Guide  
 

Let us look at the recommendation side by side with the reality of June 25, 2023: 

 

 

 

In a space that is currently blank, we place ten digits with a guide to suggest to the volunteers of each polling station 
how to write each number consistently. There are nearly 25 thousand polling stations, each with a different style of 
handwritten numbers. Achieving quick reading through OCR with high confidence rates becomes possible when we 
achieve greater consistency in the numbers. The enormous variation today makes much of the data illegible to the 
human eye and to OCR readers. For example, on many actas it has been evident that some people write a “7” like a 
“1” or the other way around, and there are also mix-ups between the “4” and the “9”, among others.  

 

 

 

This guide is a suggestion, and we know that many citizens will follow it loosely, yet we consider it likely that most will 
follow it faithfully. The result will be a reduction in the work that the party poll watchers of the political organizations 
and the citizenry have to do to verify the numbers contained on each Acta#4. 

Guatemalans are sharp, especially those who sign up to be JRV volunteer members. Even so, filling out an Acta#4 is 
intimidating, particularly given the absence of clear instructions and sufficient training. Showing clear, predictable, 
and consistent instructions is better than leaving the volunteers to be creative and invent for themselves the best way 
to write the numbers inside spaces too small for clear writing, without the aid of a guide. 
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Recommendation #8: Grey Number 8 Figure Replaces 
the Grid Pattern 
Let us examine the recommendation side by side with the reality of June 25, 2023: 

 

The current layout provides a specific set of squares to suggest that JRV volunteers place their numbers within boxes. 
Replacing this setup with a larger blank space featuring grey figures of the number 8 ensures that digits remain in the 
correct location while increasing the adoption of the Digit Filling Guide (Recommendation 7). Citizens who prefer to 
write numbers in their personal style retain the freedom to do so, while those who follow the guide will enable nearly 
immediate, low-cost data reading for political organizations and the public. 

Here are examples that this suggestion will effectively prevent: 

 

Guatemalans possess great ingenuity, particularly those who volunteer as members of the JRVs. Writing an Acta#4 
remains an intimidating task due to sparse instructions and limited training. Displaying clear, predictable, and 
consistent instructions outperforms leaving volunteers to rely on creativity, inventing ways to fit numbers into spaces 
too small for clear handwriting. 

 

Implementation Instruction: The integration of the grey figure into the design of Acta#4 requires technical 
validation before definitive adoption. Prior to implementation, OCR tests with filling simulations must 
replicate real polling station conditions to confirm that the grey figure permits seamless automatic 
recognition of the fields, maintaining completely accurate readings. These tests must verify that the OCR 

engine distinguishes clearly between the printed figure and the handwritten data, ensuring that reading reliability 
remains entirely within established thresholds. The graphic element will integrate into the official format of the 
document once evaluations confirm that it preserves or improves reading precision. 
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Recommendation 9: Correction and Strikeout Box for 
“Omit / Read” 
Let us examine the recommendation side by side with the reality of June 25, 2023: 

 

The current layout features a large blank space frequently utilized for corrections, or "strikeouts." Generally, 
volunteers who make a mistake cross out the error and utilize this space to write "omit" to indicate the data to be 
discarded, followed by "read" to indicate the correct data. Let us examine some examples: 

 

The absence of a uniform correction method leads to thousands of different variations. Utilizing the blank space to 
establish a standardized framework for strikeouts or corrections ensures rapid data reading while protecting the 
document, making it clear when an alteration is legitimate. The process consists of specific steps: (1) entering the party 
code number where the error occurred, (2) entering the party acronym or vote type, (3) entering the error under the 
OMIT section, and (4) entering the correct data under the READ section. 

We recommend developing an educational video that demonstrates the correct method for executing a strikeout, 
accessible via a QR code on the opening sheet of Acta#4. Incorrectly executed strikeouts remain a frequent source of 
ambiguity during the subsequent reading of the document. Providing an audiovisual guide available at the precise 
moment of completion standardizes the criteria across the various Polling Station Committees. 
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Recommendation #10: Adding Codes to Vote Types 
Let us examine the recommendation side by side with the reality of June 25, 2023: 

 

Every political organization possesses a numerical code, a feature highly effective for rapid and consistent 
identification. We recommend adding the following specific codes: Total Valid Votes (991), Null Votes (992), Blank 
Votes (993), Total Validly Cast Votes (994), Invalid Votes (995), Total Votes (996), Contested Votes (997), Ballots 
Received (998), and Unused Ballots (999). Including a numerical code on the left facilitates automated recognition. 
Utilizing an inverse numbering sequence clearly distinguishes these categories from political organizations, while 
assisting in the detection of data discrepancies. 

The null vote emerged as the option with the highest volume in 2023. This fact demonstrates that it warrants an 
administrative treatment similar to that of political organizations within Acta#4. 
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Recommendation #11: MICR (E13-b) typeface for all 
numerical characters 
We propose implementing the "MICR E13-B" typeface for all numbers printed on Acta#4. This modification will 
maximize readability through OCR scanning. 

Let us examine examples of low-resolution images available on TREP.gt, compared alongside the DigitalWitness 
proposal and an altered version of our design modified to appear intentionally blurred: 

 

This type of typography has proven highly effective in environments where precision is fundamental, and its adoption 
in Acta#4 will significantly enhance the clarity of the printed numbers. 
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Recommendation #12: Replace the title of the second 
column with the ballot color 
Let us examine the recommendation side by side with the reality of June 25, 2023: 

 

As observed, this section of Acta#4 demonstrates a design flaw by the TSE through the inclusion of incorrect 
information, specifically "Code, Name and Acronyms, Valid Votes." This represents a flagrant structural error within 
Acta#4, proving once again the inadequacy of the current layout. We recommend utilizing this misallocated space to 
feature a reminder for the polling station committee regarding the specific ballot color designated for the active 
election. This modification serves to prevent confusion during the scrutiny process, a phenomenon documented in the 
following examples: 
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Specific Recommendations for Acta#5 
JRV’s Results Certification 
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Recommendation for Acta#5 

Digital Replacement of Acta#5 
This recommendation focuses on areas outside of Acta#4 while building directly upon Recommendation 1 described 
previously. Acta#5 (the Certification of Results from Polling Station Committees) represents a distinct, specialized 
document that remains absolutely vital for the proper operation of the voting system. Acta#5 serves as a faithful copy 
of Acta#4 held by table poll watchers, legally proving that they contested votes requiring consideration by the 
Municipal Electoral Board (JEM) during the Scrutiny Review Hearings. These documents also provide the definitive 
evidence that political organizations utilize whenever they suspect a fraudulent alteration of an Acta#4. Possession of 
this valuable document enables table poll watchers and their supervisors, the municipal poll watchers, to perform 
their oversight duties effectively during the Scrutiny Review Hearings. The absence of these documents obstructed 
this oversight process in 2019, and the same issue emerged during the 2023 elections. 

Replacing the Acta#5 with a legally valid digital version is urgent. This can be done through a mobile application that 
lets duly accredited JRV volunteers and party poll watchers take a photograph from their phones and attach it to the 
TREP officially. This would let every Scrutiny Review Hearing, organized by the JED with political organizations, use 
the TREP in a way that clarifies every legitimate challenge from each political organization, free from the fear of 
introducing altered documents. This is because there would be as many digital copies as there are JRV volunteers and 
poll watchers at each polling station. The redundancy of photographs would make it easy to identify an alteration. 
Since the photographs would be taken at the same polling station, before the eyes of every participant, making 
alterations without every member of the station noticing is practically impossible. Until this happens, the political 
organizations will keep taking photographs of the Acta#4 without being able to present them before the JED, because 
they fall outside any legal process. 

View of the Acta#5 as a digital version of the Acta#4. To see it at full size, view the corresponding annex:  
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Here is an example of an original Acta#5 and quintuplicates: 
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Reasons for Its Replacement 
In the 1980s, when there were fewer than 10 thousand polling stations and fewer than 10 national political 
organizations, it was standard for every polling station to deliver an Acta#5 to every party poll watcher. Today the 
number of political organizations has quadrupled, and the JRV that delivers an Acta#5 to the poll watchers is very rare, 
for the following reasons: 

1. The Acta#4 takes more time: while in the 1980s there were fewer than 10 political organizations, today 
there are nearly 40. Counting votes at a station with fewer than 10 candidates goes fast, simply because 
there is enough space on the station itself to place all the ballots for each candidate. Elections with a dozen 
or more candidates force the stations to place ballots on the floor around the station in a sort of voting 
overflow that adds complexity, taking more time.  

2. TREP adds work for the JRV: while in the 1980s a messenger passed by to quickly collect the data 
processing duplicate and bring the document to data entry in the municipal seat, now it happens at the 
polling center. The JRV president has to bring the Acta#4 triplicates to be scanned before closing the 
station. This translates into additional time and work for the JRV.  

3. The Acta#5 has a different design from the Acta#4: the Acta#5 has a design different from the Acta#4 
with the intention of keeping them from being confused with the Acta#4. This forces the JRV to decipher a 
new document at late hours of the night after an exhausting day and just when they have grown familiar 
with the Acta#4. The JRV that decides to accommodate the party poll watchers by preparing the Acta#5 
make mistakes on the Acta#5 more often because of the change in design. This forces them to start over 
when they make errors or to deliver an Acta#5 with cross-outs and corrections. 

4. Carbon paper quintuplicate: while the Acta#4 come only in carbon paper triplicate, the Acta#5 come in 
quintuplicate. The JRV that decides to make an Acta#5 to accommodate their party poll watchers often 
deliver quintuplicates that say nothing because their writing is too faint and stops at the second copy. What 
use are the other three illegible documents that make up the quintuplicate? Often the desperation and 
frustration of the JRV and the party poll watchers reach their limit at this moment and cause the JRV to 
leave abruptly while the party poll watchers are left with copies that resist reading or without an Acta#5 
for one of the 5 elections. 

5. Each election produces a different Acta#5: in the general elections there are 5 types of election at once. 
This means that, for a JRV to satisfy the party poll watchers and deliver the corresponding Acta#5, they 
have to make 5 different Acta#5 for each party poll watcher who requests it. This is an enormous amount 
of work for a group of volunteers who, at this point in the day, have usually been working 15 hours straight. 
Many have, in fact, more than 20 hours of continuous work when the 5 Acta#5 are requested of them. 

6. Unawareness of the legal uselessness of a photograph of the Acta#4: the only document that the District 
Electoral Board (JED) recognizes at the Scrutiny Review Hearing, presented by political organizations, is 
the Acta#5. A political party that presents photographs of the Acta#4 with inconsistencies can be 
disregarded by the JED because it is impossible for the JED to determine whether the presented 
photograph is a faithful copy of the acta or whether it has been altered.   
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7. Lack of awareness among the JRV and party poll watchers: even more frequent than the reasons listed 

above is that the members of the JRV and the party poll watchers are unaware of the existence of the 
Acta#5 and overlook its legal importance. The political organizations rarely convey to their poll watchers 
the need to request the Acta#5; so, it becomes a procedure overlooked by the vast majority of polling 
stations. 

The result is that many JRV refuse to produce an Acta#5 because they have to go home. Many JRV, worn out by the 
long day, turn down the request to make an Acta#5, especially if they live far away or are in communities at risk of 
violence. The political organizations end up as victims of this, and the Scrutiny Review Hearings happen in the dark, 
without reliable information about what actually took place in the voting documents. 
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Ordered Correspondence in the Acta#5 
 

The integrity and effectiveness of the voting process are shown in the detail and precision with which the results are 
handled and reported. A fundamental aspect for ensuring the transparency and reliability of the process is the 
coherence between the order of the elections and the sequence of the pages in the Acta#5 (JRV Results Certification). 
Currently, the order of the elections is as follows:  

1) President,  
2) National Congress,  
3) District Congress,  
4) Municipalities, and  
5) ParlaCen.  

Yet a discrepancy has been observed in the Acta#5, where ParlaCen appears as number 4 (D) and the Municipal 
Corporation as 5 (E). 

This discrepancy is clearly an error that generates confusion. 
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Recommendations for Information Backup 

A. Standardization of naming conventions 
Standardizing the naming conventions in the voting systems is a fundamental pillar for ensuring effectiveness, 
precision, and transparency in the administration and analysis of the voting data. Adopting unique and consistent 
identifiers for districts, municipalities, political parties, and their respective acronyms, as well as for other entities 
within the voting system, is essential to eliminate ambiguities and minimize errors that could compromise the integrity 
of the voting process. This standardization eases the organization, processing, and analysis of the data significantly, 
allowing a more efficient and reliable management of the voting information. The recommendations for each aspect 
mentioned are detailed below: 

1. Districts and Municipalities 
Implementing a standardized and unique naming convention for districts and municipalities is crucial for geographic 
analysis and the correct attribution of the voting results. The confusion created by similar names or variants in the 
naming of these geographic entities can lead to errors in processing the data and interpreting the results. The 
recommendation is to use unique numeric codes, accompanied by their official name, to identify each district and 
municipality unambiguously both in the databases and across all the voting documents. This coding system 
guarantees that the data is attributed correctly to its locality, avoiding classification errors and ensuring greater 
precision in the analysis of the results. 

2. Political Parties and Their Acronyms 
For the political parties and their acronyms, standardization plays a vital role in preventing confusion and errors in 
vote counting. Duplicate or excessively similar acronyms among different parties can cause inconsistencies in the 
preliminary results transmission systems and complications in the statistical analysis of the votes. Establishing 
unique and distinctive acronyms for each political party removes this risk, easing a clear and unambiguous processing 
of the voting data. Moreover, avoiding variation that rests on punctuation alone between the parties' acronyms 
improves the coherence and reliability of the voting information significantly. 

3. Unique Codes for Political Parties 
Assigning unique identifier codes for each party and political organization in the databases is a measure that promotes 
efficiency and precision in voting data management. These codes, ideally numeric and assigned sequentially, offer a 
practical solution for the quick and precise identification of the entities within the voting system. By simplifying data 
management and avoiding confusion among entities with similar names or acronyms, these unique codes ease both 
the statistical analysis and the release of results, contributing to a more transparent and accessible voting system. 

Implementing unique and consistent identifiers for key elements within the voting system, such as districts, 
municipalities, and political parties, goes beyond a simple administrative improvement, becoming an essential pillar 
for the integrity and effectiveness of the democratic process. This standardization ensures precision in the capture, 
processing, and analysis of the voting data, offering a solid foundation for transparency and public trust in the 
democratic institutions. 
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4. Improvement of Data Integrity 
Coherence in the identifiers used across the systems and platforms eliminates a wide spectrum of errors and 
ambiguities, ensuring that each vote is correctly attributed and counted. This precision is fundamental to maintaining 
the integrity of the voting process, since any error in the classification or analysis of the data can carry significant 
implications for the perception of fairness and the legitimacy of the voting results. 

5. Easing Data Analysis 
Adopting a standardized naming convention and using unique identifiers greatly simplifies the analysis of the voting 
data. Researchers, analysts, and authorities can make precise comparisons and complex statistical analyses free 
from the errors caused by identifier confusion. This clarity and precision in handling data eases the identification of 
trends and patterns and also improves the capacity to detect and correct irregularities. 

6. Increase in Transparency 
A clear naming convention and the implementation of unique codes substantially improve the transparency of the 
voting process. Observers, the media, and the general public can follow and verify the results with greater ease, 
strengthening trust in the counting and releasing mechanisms. Transparency is a critical component of democracy, 
since it lets citizens oversee the voting processes and ensure that they faithfully reflect the popular will.  

7. Optimization of the Voting Systems 
Standardization allows the creation of more efficient and reliable results transmission systems and databases. With 
unique and consistent identifiers, these systems can handle large volumes of data with high precision, reducing the 
risk of errors and improving the speed of processing and releasing the results. This efficiency is crucial in moments of 
high political tension, where speed and reliability of the information remain essential to maintaining calm and trust in 
the voting process. 

This commitment to precision, transparency, and efficiency in handling the voting data improves the quality of the 
voting process and also reaffirms citizens' trust in democracy and its institutions.  
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B. Backup of EXIF data 
Preserving the EXIF data (“Exchangeable Image File Format”) in the images of every electoral record is an essential 
measure for strengthening the transparency, verifiability, and integrity of the voting process. This metadata, which 
includes details such as the date and time of capture, the camera model, the image configuration, and, potentially, the 
geographic location, plays a crucial role in digital forensic analysis, allowing verification of the authenticity and 
provenance of the images of the electoral records. Its preservation ensures an additional layer of information that can 
be fundamental for validating the voting process, especially in situations where the legitimacy of the documents may 
be questioned. 

1. Complete Preservation of the EXIF Data 
Keeping the EXIF data of the captured images of the electoral records intact eases the authentication of these images 
and also provides a detailed history of how and when the documents were generated. This is particularly important in 
contexts where the chain of custody of the electoral records may be under scrutiny. EXIF information acts as a 
DigitalWitness that accompanies each image, offering additional evidence about its origin and handling.  

2. Integration of EXIF Data into the Immutable Proof Service 
Incorporating EXIF data within the Immutable Proof Service system represents a significant advance in the security 
and verifiability of the voting documents. By associating each image with a unique SHA256 hash and storing this hash 
on a blockchain, any alteration of the image as well as of its metadata, can be detected effectively. This measure 
protects against manipulation and also establishes an immutable record of the authenticity of each document. 

3. Inclusion of EXIF in the Voting Databases 
Incorporating the EXIF data as additional columns in the databases of the preliminary results transmission system 
enriches the information available for the analysis and audit of the voting results significantly. This practice allows a 
more detailed review of the documents, easing the identification of discrepancies, anomalous patterns, or 
irregularities in the capture and transmission of the actas. By providing direct access to this metadata, the capacity of 
electoral authorities, observers, and interested parties to carry out cross checks and forensic analyses improves and 
becomes more efficient. 

The Public Prosecutor's accusation of electoral fraud rested fundamentally on an EXIF error. Had TREP incorporated 
this information into the published databases, the accusation would have been avoided because a prompt explanation 
about the time zone error would have been required from the TSE. The contractors responsible for the error would 
have paid some bond cost and the matter would have gone no further. Better safe than sorry.  

4. Verification of Integrity and Authenticity 
The capacity to verify the authenticity of the images and detect possible manipulations is crucial to ensuring the 
integrity of the voting process. The EXIF data acts as a digital seal that accompanies each photograph, providing 
immediate evidence of its origin and the conditions under which it was taken. This feature is especially valuable in 
situations where the legitimacy of the documents could be questioned, allowing a quick verification of authenticity and 
contributing significantly to the overall integrity of the voting process. 
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5. Forensic Analysis 
Digital forensic analyses have become an essential tool in validating voting processes, especially in disputed 
scenarios. EXIF information can be crucial in these analyses, offering clues about the chain of custody of the actas and 
possible anomalies in their handling. For example, the exact date and time of capture can be compared with the official 
records to identify discrepancies, while the information about the device used can help trace the provenance of the 
images. 

6. Transparency and Trust 
Transparency is the cornerstone of any democracy. The availability of the EXIF data for analysis and verification by 
independent actors increases the transparency of the voting process and also strengthens the citizenry's trust in the 
results. Knowing that the images of the actas can be verified independently, with a rich layer of metadata that backs 
their authenticity, offers a powerful guarantee against fraud and manipulation, reinforcing faith in the voting system.  

7. Toward Greater Voting Resilience 
The current practice of stripping EXIF data, generally as a result of image compression to ease transmission or storage, 
undermines these advantages and compromises the capacity to carry out effective audits of the voting process. 
Reviewing and modifying the practices for handling and storing images to preserve this metadata is, therefore, a 
priority that will improve the audit capacity of the voting process and also ensure that the voting system stays more 
resilient against challenges to the legitimacy and integrity of the elections. 

Implementing these recommendations represents a step forward toward consolidating a voting system that is 
transparent, verifiable, and, above all, worthy of the electorate's trust. Protecting and strategically using the EXIF data 
in the images of the electoral records are measures that can significantly transform how the voting process is 
perceived and trusted, marking the difference between a system open to doubt and one that stands as a model of 
integrity and transparency. 
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Recommendations for Modernizing the Public 
Information Access Office 

 

Modernizing the Public Information Access Office, harnessing the existing infrastructure of the Immutable Proof 
Service while extending it beyond its current application limited to the yellow Acta#4 triplicates, is an imperative for 
ensuring transparency, integrity, and reliability across the full spectrum of the voting process. In current practice, use 
of the Immutable Proof Service stays restricted to a subset of the voting documents, leaving a large part of the voting 
archive in formats open to alteration and hard to verify efficiently, such as photocopies for old actas and CDs for some 
recent actas without adequate metadata. 

This limitation makes the accessibility and independent verification of the voting information harder and also erodes 
trust in the institutions charged with guaranteeing the transparency and integrity of the voting process. The lack of a 
comprehensive system that incorporates every electoral record (1, 2, 3, 4a, 4b, 4c, 5, 6, 7, and 8) and the final database 
of the Preliminary Results Transmission System (TREP) in an immutable and accessible format underscores a missed 
opportunity to strengthen public trust in democracy. 

Blockchain technology, used in the Immutable Proof Service, offers a robust solution for ensuring the immutability of 
digital documents. By storing the SHA256 hash of each voting document on a public blockchain, its integrity over time 
stays guaranteed, allowing an efficient and transparent public verification. This technology preserves the integrity of 
documents and also eases access to information, providing a solid foundation for trust in the voting results and in the 
voting process as a whole. 

Extending the Immutable Proof Service to include every electoral record and the final database of the TREP represents 
a qualitative leap toward greater transparency and accessibility. By making this information available through direct 
download links and creating a system of users with credentials to access this data, access to the voting information 
becomes democratized, allowing independent oversight and verification by the citizenry, international observers, and 
political actors. 

This proposal responds to the contemporary demands for transparency and access to information and also reflects a 
deep commitment to adapting voting practices to the expectations of a society that is ever more informed and 
technologically enabled. Implementing these measures forms an essential step toward consolidating a voting system 
that is transparent, accessible, and, above all, worthy of public trust. It is an acknowledgment that the integrity and 
transparency of the voting process are fundamental to the health of democracy and to strengthening citizen trust in 
the electoral institutions. 

 

https://tse.org.gt/index.php/informacion-publica/informacion-en-linea
https://trep.gt/
https://trep.gt/
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A. Preserve the Immutable Proof Service 
Maintaining the Immutable Proof Service is crucial for the voting process for 
several fundamental reasons that reinforce the transparency, security, and trust 
in the voting system. The most important aspects that underscore the importance 
of maintaining and expanding its use are highlighted below: 

1. Protection against Artificial Intelligence:  
Artificial Intelligence tools are now within reach of anyone, allowing 
sophisticated alterations at minimal cost. Protecting against this attack vector is 
essential. 

2. Public Verification and Accessibility:  
By providing a mechanism for the public to independently verify the authenticity 
of the voting documents, the Immutable Proof Service promotes greater 
transparency in the voting process. This lets citizens, observers, and political 
parties carry out independent audits of the documents, strengthening trust in the 
voting results. 

3. Prevention of Fraud and Electoral Disputes:  
The capacity to verify the integrity of the voting documents through the Immutable 
Proof Service reduces the risk of electoral fraud significantly and lowers the 
potential for post-electoral disputes. In case of controversy, the documents can 
be readily verified against their hash stored on the blockchain, offering 
incontrovertible proof of their originality and content. 

4. Resilience against Cyberattacks:  
In a context where cyber threats to the voting systems grow ever more 
sophisticated, the Immutable Proof Service offers a robust solution for protecting 
the voting documents. Unlike traditional storage systems, the blockchain is 
extremely resistant to cyberattacks, ensuring that the voting documents stay 
secure and intact. 

5. Contribution to the Modernization of the Voting System:  
Implementing the Immutable Proof Service was a step toward modernizing the 
voting system, aligning it with the most advanced technologies and the best 
practices in information security. This improves the efficiency and security of the 
voting process and also positions the voting system at the forefront of 
technological innovation. 

In conclusion, maintaining the Immutable Proof Service is an essential strategy 
for ensuring the integrity, transparency, and reliability of the voting process. Its 
implementation and expansion are fundamental to building a robust voting 
system that can withstand internal and external challenges.  

 
Example of document 
verification in the Immutable 
Proof Service used in 2023. 
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B. Digitization and Backup of Every Acta 
Including every Electoral Record (1, 2, 3, 4a, 4b, 4c, 5, 6, 7, and 8) in the Immutable Proof Service addresses a critical 
need for transparency and accessibility in the voting system, whose absence until now has limited the capacity for 
comprehensive verification and analysis of the voting processes. Without this level of inclusion, vital parts of the voting 
process stay beyond the reach of an effective audit and verification, which can lead to questions about the integrity 
and transparency of the elections. The lack of a complete and verifiable record of every electoral record prevents a full 
understanding of the voting dynamics, from the start of voting through the declaration of final results and the 
assignment of seats, leaving gaps that can be exploited to question the legitimacy of the voting processes.  

By integrating each acta into the Immutable Proof Service system, each step of the voting process stays documented 
and accessible for verification by any interested party, which forms a significant advance in the direction of a fully 
transparent and reliable voting system. This action has the potential to transform how citizens, national and 
international observers, and the political actors themselves interact with the voting information, allowing a detailed 
analysis and the confirmation of the authenticity of the results at each stage of the process. 

 

 

 

Implementing this recommendation involves a meticulous process of digitizing, recording, and verifying the actas, 
ensuring that each document is faithfully captured and its integrity protected through blockchain technology. This 
reinforces trust in the voting mechanisms and also promotes a culture of responsibility and transparency in the 
administration of the democratic processes. 

This measure, therefore, goes beyond a technical improvement of the voting system; it is also a step forward in 
consolidating public trust in the democratic institutions. Ensuring that every voting document is included in the 
Immutable Proof Service is essential to building a voting system that is efficient and modern and also robustly 
transparent and accessible, marking a milestone in the commitment to the integrity of the voting and of democracy.  
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C. Backup of the Historical Archive 
Integrating the historical archive into the Immutable Proof Service is an essential measure for preserving the integrity 
of a nation's voting memory and strengthening trust in its democratic processes. The lack of a complete and accessible 
historical archive leaves a gap in the record of the country's voting trajectory and also limits the capacity of future 
generations to understand and learn from past voting processes. This omission can create a barrier to transparency 
and accountability, making it harder to verify the evolution and the consistency of the voting results over time. 

By uploading the historical archive to the Immutable Proof Service, the voting documents from prior cycles stay 
protected against manipulation and deterioration, and remain accessible for public scrutiny. This action reinforces 
the transparency of the voting system, allowing a deep and comparative analysis of voting trends, voting practices, 
and other critical aspects that can influence the continuous improvement of the democratic processes. 

The task of digitizing and securing this archive involves a collaborative effort among government institutions, electoral 
bodies, and civil society, to identify, catalog, and convert into digital format every relevant document, from voting actas 
to electoral observation reports and judicial rulings related to elections. This process safeguards the voting heritage 
and also democratizes access to the information, allowing researchers, academics, journalists, and the general public 
to explore and analyze the country's voting history transparently and securely. 

Moreover, the Immutable Proof Service acts as an immutable testimony of the country's voting practices, offering a 
solid platform on which to build future reforms and improvements to the voting system. This measure reflects the 
commitment to preserving history and is also a step forward in building a voting framework that values accessibility, 
transparency, and reliability as fundamental pillars of democracy. 
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D. Immutable Databases 
 

Publishing the database of the preliminary results transmission system (TREP.gt), together with its metadata, and 
storing it in an Immutable Proof Service is fundamental. The metadata provides vital information about the context and 
integrity of the data, such as the exact moment of creation and its last modification, which is crucial for validating the 
sequence of events and detecting possible manipulation. 

 

 

Very aptly, the TSE recorded the zeroing of the TREP database in the Immutable Proof Service. This exercise let third 
parties independently verify that the databases were indeed at zero before starting the Preliminary Results 
transmission process (TREP). Why not do it upon finishing the database? Having the starting and ending point 
completes the information and safeguards any future independent audit of the data. Including the final database of the 
Preliminary Results Transmission System (TREP) in the Immutable Proof Service is a key strategy for strengthening 
trust in the voting result release mechanisms.  

 

Indicator SITREP 2015 SITREP 2019 TREP 2023 

Databases published in 
real time 

Unavailable 

100.0% 100.0% 

Immutable Metadata 0.0% 50.0% 

Immutable Database 0.0% 50.0% 

Database Backup Score Unavailable ● 90% ● 95% 

 

https://primeraeleccion.trep.gt/#!/tc1/db/
https://primeraeleccion.trep.gt/#!/tc1/db/
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E. Public information access through 
links 
Providing access to public information through download 
links from the Immutable Proof Service, especially when 
temporary links are granted for a preset time after requesting 
public information, represents a significant evolution in the 
way voting transparency is accessed and managed. This 
system modernizes access to the data, offering a direct and 
effective solution to the traditional limitations that have 
hindered public access to crucial documents. 

Transformation of Access to Information: Using 
temporary links for access to public information changes the 
transparency landscape profoundly. Against the 
bureaucratic and often opaque processes that characterize 
traditional access to the voting documents, direct download 
links simplify and speed up this process. Upon requesting 
information, citizens receive a secure and temporary link that 
lets them access exactly what they need, when they need it, 
removing unnecessary waits and easing a more active 
participation in voting oversight. 

Citizen Empowerment: This method empowers citizens 
by giving them tools to exercise their right to information 
more effectively. With direct and uncomplicated access to the 
voting documents, greater citizen participation in overseeing 
the integrity of the voting is fostered. This immediate access 
lets interested parties carry out independent analyses, verify 
results, and, ultimately, contribute to the transparency and 
reliability of the voting process. 

Technical Implementation 
Creating a system of users with credentials, enabled for a 
delimited period of time for downloading databases and files 
from the Immutable Proof Service, is a strategy that 
effectively balances the need for transparency with 
information security. In the current context, where access to 
voting data is often limited or mediated by processes that can 
be tedious or unclear, establishing a controlled yet open 
access mechanism represents a significant advance in 
democratizing access to the information. 

This system eases public scrutiny and the independent 
verification of the voting data and also protects the integrity 
of this data against misuse, ensuring that only authorized 
users can access the information during the stipulated time. 
Implementing temporary credentials allows a balance 
between accessibility and the protection of the information, 
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mitigating the risk of cyberattacks or the irresponsible dissemination of sensitive data. 

By providing this level of access, the electoral authorities show a commitment to transparency and accountability, 
strengthening trust in the voting system. This approach reflects an understanding that information security and 
transparency are complementary goals rather than mutually exclusive ones, and that they can be harmonized through 
innovative technological solutions. 

This model of controlled access through credentials is a step forward in the evolution of voting information 
management practices, marking a commitment to openness, security, and citizen participation. By implementing this 
system, the groundwork is laid for greater inclusion of society in the democratic process, ensuring that the voting 
information is both an accessible public resource and one that is adequately protected. 

Model for Public Administration 
Adopting this strategy benefits the voting process and also serves as a model to follow for other areas of public 
administration. By showing commitment to openness and accountability, the electoral authorities establish a new 
standard of transparency that can inspire other institutions to adopt similar practices, thereby improving public trust 
in the government as a whole. 

This approach improves the accessibility and management of the voting information and also reinforces the 
democratic structure by promoting greater citizen involvement and trust in the voting process and in the institutions 
that administer it. 
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Recommendations for the Databases of the Results 
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Recommendations for the Databases of the 
Preliminary Results Transmission System 

The previous recommendations modernize the Electoral Records from Acta#1 through Acta#8. It now fails to 
strengthen the system that should receive, publish, relate, measure, and preserve them. TREP should evolve toward a 
public infrastructure of electoral traceability, able to link each result with its source document, its digital image, its 
unique code, its SHA256 HASH, its metadata, its OCR reading, its human review where appropriate, and its Immutable 
Proof Service. Trust in the results requires that each vote be verifiable from the box written on the acta through to the 
published database. 

The TREP should show the complete life of the electoral result. The Acta#1, #2, and #3 should remain documented with 
image, hash, date, hour, and viewing link. The Acta#4 should operate as the verifiable core of the preliminary result by 
polling station. The Acta#6 and #7 should let one follow the municipal consolidation and certification of the Municipal 
Electoral Boards, and the Acta#8 should close the chain by showing the district consolidation of the District Electoral 
Boards against the preliminary results. In this way the citizenry can verify both the official result and the preliminary 
one with complete documentary evidence. Taken together, these recommendations define the minimum fields that the 
TREP database should contain for each acta, its identification, its image, its integrity, its reading, its traceability, and 
its backup, and the degree to which the system incorporates them is what the indicator proposed at the close of this 
introduction measures. 

The architecture of the system should reflect the real logic of the voting process, from the polling station through to the 
official consolidation. This means modeling with precision the relationship among actas, vote reception boards, 
municipal and district boards, election types, political organizations, special votes, signatures, corrections, metadata, 
and images; a system that publishes only figures, without this underlying structure, leaves the origin of each result 
unverifiable. Its development requires specific experience in electoral processes, beyond software development 
alone, and should operate with technical documentation, version control, load testing, independent audit, public logs, 
and contingency protocols. 

The TSE holds the exclusive responsibility of safeguarding, transmitting, and publishing the information that sustains 
trust in the results, and the available technology allows this to be achieved with the resources already in place, 
provided the system is designed with electoral rigor, public openness, and a real capacity for audit. Each module 
should have its own traceability, image capture, OCR reading, human review, publication, backup, hash generation, 
and public consultation documented in verifiable logs, so that the behavior of the system can be reconstructed during 
election day, the preliminary transmission, and the later stages of review. The TREP should publish results quickly and, 
at the same time, preserve the evidence that let any citizen verify the votes from the source document through to the 
final consolidation. 
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To measure this evolution objectively, we propose the Electoral Traceability Index, which grades the degree to which 
the TREP publishes the evidence that allows auditing it. The index is built on seven components that, in practice, are 
verifiable fields that should exist in the TREP database for each acta: image of the acta, document hash, technical 
metadata, OCR reading reliability, temporal traceability, relationship among actas, and Immutable Proof Service.  

Each of the eight recommendations in this section develops one or several of these components and details, in its 
respective table, the concrete fields that the system should incorporate into its database; the index is the measure of 
how many of those fields are present and with what quality. Database download accessibility contributes 50% of the 
index value and the document hash 26%, since, taken together, they are the components that separate the publication 
of figures from the publication of complete evidence. 

Component Weight 2015 2019 2023 

Downloadable database 50% N/A N/A 
✔ 50% 

Document hash 26% N/A N/A 
✔ 26% 

Published acta image 4% N/A N/A N/A 

Technical metadata (EXIF) 4% N/A N/A N/A 

OCR reading reliability 4% N/A N/A N/A 

Temporal traceability 4% N/A N/A N/A 

Relationship among actas 
(#4→#6→#7→#8) 4% 

N/A N/A N/A 

Immutable Proof Service  
for All Actas 

4% N/A N/A N/A 

ELECTORAL TRACEABILITY 100%    0%    0%   76% 

 

This score is measured based on the verifiable information contained in the downloadable databases of the TREP and 
SITREP systems, as applicable. The June 2023 database used in this comparison is available today (June 14, 2026) at 
https://primeraeleccion.trep.gt/#!/tc1/db/. 

http://www.fiscaldigital.net/
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Recommendation 1:  
Comprehensive documentary architecture of the TREP 
The Preliminary Results Transmission System (TREP) must evolve into a public electoral traceability infrastructure 
capable of seamlessly linking every published result back to its source document, digital image, and respective 
electoral board, its territory, its election, its hash, its metadata, its OCR reading, and its Immutable Proof Service. Each 
number should be able to return to the acta that sustains it, and each acta should be able to be found, downloaded, 
verified, and compared by any citizen with intermediate technical knowledge. 

The previous recommendations establish the modernization of the Electoral Records from Acta#1 through Acta#8. 
TREP should be the system that receives, orders, publishes, and relates those actas within a comprehensive 
documentary base. This base should include a master inventory of electoral documents with minimum fields such as 
acta number, unique acta code, election type, responsible board, polling station, polling center, municipality, 
department, page number, published image, viewing link, publication status, document hash, and link to the 
Immutable Proof Service. The report already urges the inclusion of every acta in the TREP and in the Immutable Proof 
Service as an essential part of modernizing the voting system. 

This architecture should allow one to follow the documentary life of the result from the JRV through to its municipal 
and district consolidation. The Acta#1, #2, and #3 should remain documented with image, hash, time of completion, 
time of last signature, and public viewing link. The Acta#4 should operate as the verifiable core of the preliminary 
result by polling station. The Acta#6 and #7 should show the municipal consolidation and certification work carried 
out by the Municipal Electoral Boards. The Acta#8 should show the district consolidation carried out by the District 
Electoral Boards and allow comparison of the official result with the published preliminary result. The system should 
publish results quickly, and also with sufficient evidence to audit them. 

A comprehensive documentary base harnesses what the TSE already has. The polling centers, the data entry 
operators, the scanners, the transmission equipment, and the physical actas are enough to publish much more than 
an isolated image or a table of results. With a well-designed documentary architecture, the work of the JRV, JEM, and 
JED stays preserved, ordered, and available for public verification: the citizenry can follow each result from its origin 
through to its final consolidation. 
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Table 1: Comprehensive documentary architecture of the TREP 
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Recommendation 2:  
 

Minimum registration of Acta#1, #2, and #3 within the TREP 
The TREP should incorporate the Acta#1, #2, and #3 as basic documentary evidence of the functioning of each Vote 
Reception Board. These actas form part of the voting system and their existence should remain registered, dated, 
backed up, and available for public consultation. Their incorporation into the TREP allows documenting the start and 
administrative development of the polling station, preserving the work of the JRV, and easing later verification without 
unnecessarily opening the electoral boxes. 

The first three actas remain inside the boxes of each polling station. Before sealing them, the JRV volunteers, in the 
presence of the party poll watchers, can take a photograph through a mobile application or bring them to the TREP 
data entry operator to use the scanner available at the polling center. With this practice, the TREP obtains a digital 
copy of the Acta#1, #2, and #3, expanding public access to documents that historically stay outside citizen 
consultation. 

The registration of these actas should focus on documentary and traceability fields, rather than on the extraction of 
results. For each Acta#1, #2, and #3 it is enough to preserve its identification, its image, its cryptographic integrity, its 
temporality, and its public availability; the detail of fields is specified in Table 2. The purpose is to confirm that the 
document exists, that it corresponds to a concrete polling station, that it was captured at a verifiable moment, and that 
its published image matches the Immutable Proof Service. 

With a timely photograph or scan, the TSE preserves documents that are born from citizen work and that historically 
stayed outside public consultation. The TREP should show the voting result and also the documentary evidence that 
accompanies the work of the JRV, from the start of the day through to the closing of the polling station. 

 

 

If the TSE adopts the recommendation to incorporate the Acta#1 into the TREP, this 
document can concentrate, from the opening of the polling station, the identification of 
the members of the Vote Reception Board and the accredited poll watchers, including 
their names, signatures, and DPI numbers. Consequently, the spaces currently used to 
record this data on each of the Acta#4 could be removed, avoiding their unnecessary 
repetition and reducing the exposure of personal information in documents published 
online. This modification would free a considerable amount of space within the Acta#4, 
which could go toward expanding the areas for results, observations, corrections, 
signatures, and other fields useful for improving completion, legibility, and processing 
through OCR. In this way, the Acta#1 would fully take on its function of identifying those 
who participate in the opening and oversight of the polling station, while the Acta#4 
would stay focused on documenting the closing and the scrutiny results with greater 
clarity and efficiency. 
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Table 2: Minimum registration of Acta#1, #2, and #3 within the TREP 
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Recommendation 3: 
Acta#4 as the verifiable core of the preliminary result 
The Acta#4 is the verifiable core of the Preliminary Results Transmission System. Each published number should be 
able to return to its box of origin, to its digital image, to its Vote Reception Board, to its signing poll watchers, to its time 
of last signature, to its OCR reading, to its human review where appropriate, to its SHA256 HASH, and to its Immutable 
Proof Service. The preliminary result is trustworthy to the degree that the citizenry can confirm that the published 
votes match the numbers written and signed at each polling station. The Acta#4 of the Vote Reception Boards are the 
base document of the preliminary result: on them are recorded the votes by political organization, the special votes, 
the ballots received, the ballots unused, the challenges, the observations, the strikeouts, the signatures of the JRV 
members, and the signatures of the party poll watchers. The TREP should publish this information as structured data, 
always linked with the image of the acta that gave rise to it, and each vote cell should have a clear relationship among 
OCR value, human reviewed value where it applies, final published value, coordinates within the image, reliability 
percentage, and validation status. For each Acta#4 the TREP should publish a complete documentary record, whose 
fields are detailed in Table 3, always linked to the source image; the gap between transmitting images and offering a 
truly verifiable reading is what feeds public distrust. 

The TREP should also structure the Acta#4 results through standardized codes for political organization and vote type. 
The valid votes, null votes, blank votes, invalid votes, challenges, ballots received, ballots unused, and totals should be 
published as identifiable, auditable, and downloadable fields, which allows each acta to be reconciled automatically, 
arithmetic inconsistencies to be detected, specific cells to be compared, and review to be prioritized when the OCR, 
the image, or the strikeouts indicate a risk of error. The signatures and observations should also form part of the 
verifiability of the TREP: the system should record how many JRV members signed, which political organizations 
appear signing through their party poll watchers, whether observations exist, whether challenges exist, and whether 
there are strikeouts or corrections.  

The Acta#4 should have OCR reading by document and by cell. Each field read should publish its reliability percentage, 
the OCR engine used, the approval threshold, the value detected automatically, the value confirmed by a human when 
there is manual intervention, and the final value used by the TREP. This measure allows auditing the reading quality of 
the system and distinguishing among data read automatically, data validated by human review, and data pending 
review; the citizenry should be able to verify the result and also the technical quality of the reading that produced it.  

Note on the Acta#5 
As for the Acta#5, the recommendation to remove it and replace it with verifiable digital versions of the Acta#4 is 
developed in the Recommendations for the Electoral Records section of this report. For the purposes of the TREP, those 
digital captures should be registered as certifying versions linked to the Acta#4, with image, SHA256 HASH, metadata, 
capture actor, date and hour of capture, political organization where it applies, comparison against the main image, 
and validation status, preserving the oversight function of the Acta#5 within the system. 
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Table 3: Acta#4 as the verifiable core of the preliminary result 
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Recommendation 4: 
Municipal tracking of results through Acta#6 and Acta#7 of the JEM 
The TREP should incorporate the municipal tracking of results through the structured publication of the Acta#6 and 
Acta#7 produced by the Municipal Electoral Boards, JEM. The preliminary result published from the Acta#4 gains 
greater force when it can be followed through to its municipal sum, its corresponding certification, and its later transfer 
to the district stage, allowing the citizenry to verify how the votes signed at each polling station become consolidated 
municipal results. The Acta#6, legally known as “document #6, Municipal Scrutiny Summary,” contains the municipal 
sum of every Acta#4 from each election in each municipality and is produced by the JEM for the Scrutiny Review 
Hearings called by the JED. These documents should be within the TREP because they allow reconciling the 
preliminary results published by polling stations with the municipal sums that feed the official result; their absence 
weakens oversight, makes independent comparison harder, and feeds the perception that the municipal stage 
happens beyond citizen reach. 

The TREP should publish each Acta#6 with its complete documentary record, detailed in Table 4, and with the 
municipal results structured by political organization and by vote type, according to the breakdown defined for the 
Acta#4, including the OCR reading reliability, the record of human review where appropriate, and the link to the 
Immutable Proof Service. The municipal database should relate each Acta#6 with the Acta#4 that gave rise to it: for 
each municipality and election, the system should indicate how many JRV were included, how many were expected, 
which Acta#4 make up the sum, which actas present inconsistencies, which required manual review, and what the 
exact difference is between the sum of published Acta#4 and the municipal total recorded on the Acta#6. This 
relationship turns the TREP into a reconciliation and tracking tool, rather than only a showcase of preliminary results. 

The Acta#7, known as municipal results certifications, should also be incorporated into the TREP and stay linked to 
their corresponding Acta#6. The JEM produce these certifications and deliver them to the JED; therefore, the TREP 
should show each Acta#6 accompanied by its Acta#7, allowing any citizen, poll watcher, political organization, or 
independent auditor to confirm that the municipal sum was certified by the competent board. The report already 
recommends including a digital photograph of these documents through a mobile application or through a TREP data 
entry operator assigned to the scrutiny hearings. Each Acta#7 should be published with its complete documentary 
record, according to Table 4, including the signatures of the JEM members and of the poll watchers when they appear, 
the observations, the validation status, and the Immutable Proof Service; the system should indicate whether the 
certified result matches the one consolidated on the Acta#6 and point out clearly any difference detected.  

This municipal tracking lets the TREP accompany the complete journey of the result: polling station, municipality, and 
district. The JRV produce the Acta#4, the JEM consolidate through the Acta#6 and certify through the Acta#7. 
Publishing this relationship strengthens the electoral boards, eases later oversight, and lets the review hearings rely 
on documents that are accessible, verifiable, and backed up.  
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Table 4: Municipal tracking through Acta#6 and Acta#7 of the JEM 
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Recommendation 5: 
District tracking of results through Acta#8 of the JED 
The TREP should incorporate the district tracking of results through the structured publication of the Acta#8 produced 
by the District Electoral Boards (JED). The preliminary result reaches its greatest public usefulness when it can be 
compared with the official district result, showing clearly how the data signed at the polling stations, consolidated by 
the JEM and certified municipally, reaches the final stage of seat assignment, allowing the citizenry to follow the 
complete journey of the vote from the Acta#4 through to the Acta#8. The Acta#8 is legally known as “document #8, 
District Scrutiny Summary” and is the product of the Scrutiny Review Hearings of the JED upon receiving the 
documents #6 and #7 from the JEM that make up their districts. These documents should be added to the TREP to let 
all citizens verify that the municipal and district sums correspond to the data presented in the Acta#4 published by the 
system. 

Each Acta#8 should be published with its complete documentary record, detailed in Table 5, including the date and 
hour of opening, closing, and last signature where they apply, which allows verifying the existence, the integrity, the 
temporality, and the institutional source of each official district result. The database should structure the content of 
the Acta#8 by election, district, political organization, and vote type, according to the breakdown defined for the 
Acta#4, indicating for each record the total district result, the municipalities included, the Acta#6 received, the Acta#7 
linked, the totals, and any relevant observation. This structure allows comparing the official district result with the 
municipal sums and with the preliminary base published from the Acta#4. 

The system should also publish reconciliation indicators among Acta#8, Acta#6, Acta#7, and preliminary results of 
the TREP. For each election and district, it should show whether the official results match the municipal sums, whether 
the Acta#6 included correspond to the expected universe, whether a difference against the preliminary results exists, 
what the exact magnitude of that difference is, and whether that difference alters the assignment of seats. The report 
uses precisely the comparison between Acta#8 and preliminary transmission systems as an indicator of the health of 
the electoral process, measuring differences in votes, seats, and elections. In this way, the Acta#8 becomes the public 
closing point between preliminary result and official result: when a municipal, district, or national election shows a 
difference between TREP and Acta#8, the system should allow reaching immediately the documents that explain that 
difference, the polling station Acta#4, the municipal sum Acta#6, the municipal certification Acta#7, and the district 
consolidation Acta#8, reducing speculation, easing technical oversight, and allowing one to distinguish data entry 
errors, legitimate corrections, scrutiny reviews, and differences with impact on assigned seats.  

The structured publication of the Acta#8 strengthens the legitimacy of the official results. TREP should serve also as a 
comparison tool between the preliminary and the official, allowing citizens, poll watchers, political organizations, 
universities, media, and independent auditors to review the data free from reliance on later public information access 
requests. 
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Table 5: District tracking through Acta#8 of the JED 
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Recommendation 6:  
Metadata, HASH, TIMESTAMP, and Immutable Proof Service 
The TREP should publish each electoral document with technical evidence sufficient to verify its integrity, origin, 
temporality, and permanence. Each acta, image, capture, database, and published version should have SHA256 
HASH, available metadata, date and hour of capture, date and hour of publication, version control, and link to the 
Immutable Proof Service. Public trust requires that each document be verifiable as the same document that was 
captured, published, and preserved by the system. 

The digital files contain crucial information for the technical analysis of the actas: SHA256 HASH, EXIF data, creation 
date, modification date, and other metadata that allow reconstructing the digital life of the document. It is worth 
distinguishing the origin and the evidentiary value of each timestamp. The date and hour of capture or of receipt are 
metadata of the device or the server, useful yet not cryptographically committed; by contrast, anchoring a hash on a 
blockchain does not fix the exact instant of creation, but rather proves that the document existed at the latest by the 
moment of anchoring, that is, it establishes an upper bound of time verifiable by anyone. This information can be lost 
during compression processes, so it should be preserved within a verifiable and immutable structure. 

The TREP should preserve and publish, for each acta image, the available metadata of the original file: date and hour 
of capture, device model when it exists, resolution, DPI, dimensions in pixels, file weight, format, color profile, 
presence of geolocation where appropriate, EXIF date and hour with its recorded time zone and its equivalent 
normalized to UTC, and any later transformation carried out by the system. This information allows detecting 
degraded images, compressed captures, file alterations, version changes, time offsets, and publication errors. 

When the capture of the acta is done through a device with active geolocation, the TREP should record the geographic 
coordinates of the moment of capture. This data allows contrasting the place where the acta was digitized against the 
recorded location of the corresponding polling center, so that a significant discrepancy can be flagged for review. The 
coordinate is an optional field by nature: not every device generates it, and it will sometimes be unavailable, so it 
should be able to stay blank when it does not exist, without its absence forming by itself a sign of irregularity. Its 
forensic usefulness appears in cases where the coordinate is indeed present and does not match the expected 
location, a situation that justifies an additional verification. 

Each electoral document should have a SHA256 HASH of the original image, a SHA256 HASH of the published image, 
a SHA256 HASH of the consolidated document when it exists, and a SHA256 HASH of the preserved metadata. The 
TREP should show these values publicly, downloadable, and linked to the unique acta code. In this way, any citizen, 
poll watcher, auditor, university, media outlet, or political organization will be able to confirm that the downloaded 
image corresponds exactly with the image backed up and published by the TSE. 

The Immutable Proof Service should apply to every electoral record and to its related bases. The system should record 
the zeroing of the database, the partial publications during transmission, the updates carried out, the justified 
corrections, the final base, and the associated electoral documents. Each stage should have date, hour, HASH, version, 
technical lead of the process, and public verification link. The report recommends preserving and extending the 
Immutable Proof Service to every Electoral Record, digitizing and backing up every acta as soon as they are created 
and protecting both the zeroing and the final base of the system. 

TREP should also publish technical logs of documentary transformation. When an image is received, cropped, 
compressed, converted in format, optimized for viewing, processed by OCR, or replaced by a corrected version, the 
system should record that operation in a log linked to the acta. This log should indicate the prior version, the new 
version, the HASH of both, the date and hour of the change, the technical reason, and the validation status. Traceability 
strengthens the audit because it shows the journey of the file, rather than only its final version. 
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The TREP administers critical electoral evidence and should operate with integrity controls comparable to those of 
financial systems, public records, and high value historical archives. The quick publication of results should be 
accompanied by mechanisms that allow proving the authenticity of each file at any later moment. 

The TSE already generates, receives, and publishes digital files; the next step is to preserve its integrity proofs from 
the very first moment. Each acta should live within the TREP with its image, its metadata, its cryptographic fingerprint, 
and its verifiable backup, so that the citizenry can confirm that the published documents are complete, locative, 
comparable, and permanent. 
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Table 6: Metadata, HASH, TIMESTAMP, and Immutable Proof Service 
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Recommendation 7:  
OCR, reliability percentage, and human reading 
The TREP should publish the reading quality of each processed acta: whether it was read through OCR, what reliability 
percentage it obtained, which engine or engines were used, whether it reached the minimum acceptance threshold, 
and whether it required human intervention to confirm, correct, or complete the information. Publishing the data 
without publishing the quality of the reading that produced it leaves half the story beyond the auditor's reach. The 
report already recognizes OCR legibility as a relevant metric of the voting system, measuring the percentage of actas 
read with 99% certainty through two distinct OCR engines; this logic should be incorporated directly into the TREP as 
part of its public audit base, allowing each acta to show its level of documentary reliability and each relevant field its 
individual reliability. 

Every published acta should have documentary reading fields, detailed in Table 7, that allow distinguishing four states: 
actas read automatically with high confidence, actas reviewed by a person, actas pending validation, and actas that 
require a new capture due to low image quality. The traceability of the reading is what turns the OCR percentage into 
an auditable figure rather than an opaque one. The Acta#1, #2, and #3 can use this metric at the documentary level: it 
is enough to record whether the image was legible, whether the date and hour of completion can be read, whether the 
date and hour of last signature were recognized, whether the document passed the OCR threshold, and whether a 
person had to intervene to confirm basic information. Their function within the TREP is documentary, temporal, and 
forensic; for this reason, the OCR reading should measure existence, legibility, and visual integrity while sparing the 
system unnecessary field extraction. 

Starting with the Acta#4, the OCR reading should operate by document, by section, and by cell. Each vote result, total, 
vote type, party code, observation, strikeout, challenge, signature, and date and hour of last signature should record 
OCR value, reliability percentage, coordinates within the image, value validated by a human where it applies, and final 
value published by the TREP. This structure allows auditing each number from its original box through to the 
preliminary database. The Acta#6, #7, and #8 should apply the same principle to their fields of municipal and district 
consolidation, recording the OCR reliability of municipal totals, certified results, district results, municipalities 
included, related actas, signatures, observations, and closing fields. When a municipal or district sum requires human 
review, the system should publish the reason: low image quality, shadow, incomplete crop, cross-out, strikeout, 
illegible handwriting, arithmetic discrepancy, difference against related actas, or automatic recognition failure.  

Human reading should remain registered as part of the traceability of the data. Each intervention should keep date 
and hour, type of review, field reviewed, original OCR value, value confirmed or corrected, validation criterion, and 
final state; when multiple human readings exist, the TREP should indicate how many people intervened and whether 
there was agreement among them. The system should use OCR to speed up the reading and human review to 
strengthen the cases where the image, the handwriting, or the structure of the document demand additional 
confirmation. The TSE already receives the digital images of the actas; the next step is to publish the quality with which 
those images were read.  
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Table 7: OCR, reliability percentage, and human reading 
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Recommendation 8:  
Open, downloadable, and auditable publication of TREP data 
TREP should publish its databases in formats that are open, downloadable, documented, and verifiable by third 
parties. The transmission of preliminary results reaches its true democratic value when the citizenry can download 
the data, compare it against the images of the actas, review its changes over time, confirm its hashes, and audit each 
result with their own tools, so that any citizen, poll watcher, political organization, university, media outlet, or 
independent observer can verify every vote with modest technical resources. The publication should include the 
zeroing base, the partial bases, the final base, the history of updates, the modification logs, the data dictionaries, and 
the backup links. The report already contemplates the real time publication of the bases of the preliminary results 
transmission system as an evaluation metric, along with the Immutable Proof Service of the zeroing and of the final 
base. 

The data should be published in reusable formats such as CSV, JSON, XLSX and, where appropriate, through a 
documented public API. Each file should include date and hour of generation, version number, SHA256 HASH, 
description of the content, column structure, code catalog, related documentary source, and link to the Immutable 
Proof Service. The openness should cover both the results and the evidence that sustains them: the downloadable 
bases should allow relating each datum with its source Acta#4, its image, its cell, its OCR reading, its human review 
where it applies, its municipal Acta#6, its municipal certification Acta#7, and its district Acta#8. The electoral datum 
should travel accompanied by its identifiers, its documentary traceability, its reading quality, and its integrity proof. 

Openness should be reconciled with the protection of personal information. TREP publishes documents that contain 
signatures and names of polling station members and poll watchers; for this reason, the downloadable base should 
distinguish which fields are of electoral result, public by nature, and which fields form personal data subject to 
responsible handling. The image of the acta preserves the evidence of the signatures for verification purposes, while 
the structured data should stay limited to what is needed to audit the result. The system should also keep an accessible 
change history: each update, correction, image replacement, new OCR reading, human intervention, or state change 
should be recorded with date, hour, prior version, new version, reason, prior hash, new hash, and technical lead, 
allowing the behavior of the TREP during election night and the following days to be reconstructed. 

The TSE should replace the isolated delivery of physical files or discs with a modern system of public cloud 
consultation, substituting the CD type discs with an interactive consultation for the Public Information Access Office 
that allows searches by election, department, municipality, polling center, polling station, board, acta code, party, vote 
type, validation status, difference detected, hash, and publication date. This infrastructure should support high 
demand, mass downloads, simultaneous queries, historical preservation, version control, and independent audit.  
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Table 8: Open, downloadable, and auditable publication of TREP data 
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CONCLUSIONS OF THE RECOMMENDATIONS 
 

In the context of a digital era in constant evolution, adaptability and innovation in the voting systems have become inescapable 
imperatives for guaranteeing integrity, transparency, and effectiveness of the democratic process. Public trust in the voting system 
is the cornerstone of democracy, and its strengthening through the modernization of the electoral records is fundamental to 
faithfully reflecting the will of the people, thereby ensuring the democratic legitimacy and stability of our nation. 

This series of recommendations arises from an exhaustive analysis of the current voting processes, identifying key areas for 
improvement that span from the digitization of processes through the maintenance of manual procedures in specific contexts. This 
balance seeks to achieve more with less, strengthening the existing strengths and virtues while removing unnecessary 
weaknesses. 

1.  Redesign and Digitization 
The proposed redesign of every acta, from the Opening Record (Acta#1) through the District Scrutiny Summary (Acta#8), 
reflects a deep commitment to the continuous improvement of the voting system. Incorporating advanced technologies, such 
as Optical Character Recognition (OCR) and QR codes, improves the legibility and standardization of the naming conventions 
and also eases the verification and access to the voting data. This comprehensive transformation promotes greater efficiency 
in consolidating results, reducing human errors significantly and speeding up data processing. 

2.  Maintenance of Manual Processes in Acta#4 and #7: 
The recommendation to implement digital completion in the municipal and departmental scrutinies of the Acta#6 and Acta#8, 
while continuing the manual completion of actas for the Acta#4 and Acta#7, underscores the importance of preserving 
traditional elements that bring legal value and authenticity to the voting process. In parallel, the inclusion of every Electoral 
Record in the TREP and in the Immutable Proof Service, together with the preservation of EXIF data and the implementation 
of public access systems, are fundamental steps toward guaranteeing transparency and enabling the independent 
verification of the voting results. 

3. Public Access and Transparency: 
The complete and timely publication of every Electoral Record, database, and backup document is essential to the 
transparency of the system. This information should be offered in formats that are open, downloadable, and verifiable, with 
stable links, metadata, hash, and timestamps. In this way, citizens, poll watchers, political organizations, and specialists will 
be able to carry out independent verifications, detect errors, and strengthen public trust through accessible evidence. 

4. Modernization and Access to Information 
The modernization of the Public Information Access Office and the creation of a system of users with credentials for 
downloading data represent significant advances in promoting transparency. Today, obtaining public access information is 
an archaic process of much difficulty and poor results that represents high costs for the TSE. A digital access system promises 
to save costs while increasing control of the information and promoting civic participation. 

 

https://trep.gt/
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GLOSSARY 
Acta#4: document #4, JRV Final Record of Closing and Scrutiny of the Vote Reception Board (JRV). Composed of 5 pages in 
the general elections and of 1 page for the presidential runoff. It contains the totalization of the votes cast for each political 
organization, along with the null, blank, and invalid ones at each polling station and the challenges made by the party poll 
watchers. Carbon paper technology produces 1 original (white), 1 duplicate (yellow), and 1 triplicate (light blue). 

JRV: Vote Reception Boards, also known as the polling station volunteers or simply as the “Polling Stations.” Composed of 3 
members at minimum (President, Secretary, and Voting Member) and 2 optional ones (Bailiff and Alternate). In 2023 there 
are a total of 24,585 nationwide and in the United States, made up of approximately 122,925 citizens without political 
affiliation registered with the TSE. 

JEM: Municipal Electoral Boards. In 2023 there were 339, corresponding to the 340 municipalities of Guatemala at that 
moment, except for the municipality of Guatemala. Composed of 3 members: President, Secretary, and Voting Member. 

JED: Departmental Electoral Boards. Sometimes confused with “District Electoral Boards.” There are 24, corresponding to 
22 departments of Guatemala, the Central District as a twenty-third, and a twenty-fourth corresponding to the overseas vote. 
Composed of 3 members each: President, Secretary, and Voting Member. 

JEDC: Central District Electoral Board. Corresponds to the municipality of Guatemala, the only one that plays the role of 
both JEM and JED and shows exceptional behavior. Technically it is “Electoral District” number 23, being the only 
municipality that behaves like the other 22 departments in some cases and like a municipality in others.  

TSE: Supreme Electoral Tribunal. Composed of 5 titular magistrates and 5 alternate magistrates elected by the Congress of 
Guatemala to serve 5-year terms. Because the general elections happen every 4 years, most of them handle only 1 electoral 
event during their term.  

TREP: Preliminary Results Transmission. New term used in Guatemala starting in 2023 to refer to the website that publishes 
voting results on election day. It is found on the internet at the URL: https://TREP.gt/ 

SITREP: Preliminary Results Transmission System. Term used in Guatemala to refer to the website that published voting 
results on election day up through 2019. It changes to TREP after the public collapse that occurred in 2019 and that led to the 
first criminal accusations against the TSE in the history of Guatemala by the electoral crime prosecutor of the Public 
Prosecutor's Office. Its URL was (https://resultados2019.tse.org.gt/201901/) but it was disabled in 2023.  

OCR: Optical Character Recognition. Technology for the rapid reading of written or printed information. 

CAME: Electoral Update and Modernization Commission of the TSE. Created from the 2019 electoral reforms to the LEPP, in 
force starting with the 2019 elections. To be held within a maximum of 6 months after the closing of each electoral event. 
Carried out from December 2019 to March 2020 and from January 2024 to March 2024. 

LEPP - Electoral and Political Parties Law. Approved by the Congress of Guatemala in 1985 through decree 1-1985 and later 
reformed in 2016 through decree 26-2016. Available at the URL: https://www.tse.org.gt/images/LEPP.pdf 
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COMPARATIVE COLOR CODES 
 

The Color Code (traffic light system) used in the DigitalWitness audit for reconciling voting data rests on 
specific criteria designed to evaluate the precision and coherence of the voting results. This system 
classifies the results into three colors according to the discrepancies identified between the audit data and 
the official voting results: 

 

Red:  
Assigned when discrepancies exist in two or more electoral seats. This indicates 
significant problems that require immediate attention to ensure the integrity of the 
voting process. 

 

Yellow:  
Assigned when there is a single seat in dispute, or if the absolute difference in votes 
exceeds the gap between the first loser (the non-elected candidate with the highest 
number of votes) and the last winner, a seat is marked in dispute.  

 

 

Green:  
Indicates that every electoral seat reconciles.  

 

 

The application of this system varies by election type: 

• Presidency: Only the positions of president and vice president are evaluated. 

• Congressmen and Parliamentarians (National Congress, District Congress, and ParlaCen): Only 
the seats assigned through the D'Hondt method are evaluated. 

• Municipal Elections: These include mayor, syndics, and council members, leaving out the 
alternates. If the mayor is in dispute, every seat is automatically considered in dispute. Otherwise, 
the specific number of council members in dispute is indicated. In this context, the mayor and the 
syndics are elected by majority, while the council members are determined by the D'Hondt method, 
with the number of syndics and council members varying by mayoralty. 
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ANNEX 0 
Data Summary Matching Between Document#8  

and the SITREP for 2015, 2019, and 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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Data Summary Matching Between Document#8 and TREPs from 2015 to 2023 
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ANNEX 1 
Data Summary Matching Between DigitalWitness  

and TREP as of August 15, 2023 
A previous version was submitted to the TSE  

(Secretary General, General Director of Informatics, and Electoral Directorate) on July 28, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 

 



 

 
156  Report.DigitalWitness.io 

Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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Data Summary Matching Between DigitalWitness and the TREP as of August 15, 2023 
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ANNEX 02 
Data Summary Matching Between Actas#8 and the 2023 TREP 
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Data Summary Matching Between Actas#8 and the 2023 TREP 
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Data Summary Matching Between Actas#8 and the 2023 TREP 
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Data Summary Matching Between Actas#8 and the 2023 TREP 
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Data Summary Matching Between Actas#8 and the 2023 TREP 
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Data Summary Matching Between Actas#8 and the 2023 TREP 
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Data Summary Matching Between Actas#8 and the 2023 TREP 
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Data Summary Matching Between Actas#8 and the 2023 TREP 
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Data Summary Matching Between Actas#8 and the 2023 TREP 
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ANNEX 03 
Data Summary Matching Between Document#8 and the 2019 SITREP 
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Data Summary Matching Between Document#8 and the 2019 SITREP 
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Data Summary Matching Between Document#8 and the 2019 SITREP 
 

 



 

 
174  Report.DigitalWitness.io 

Data Summary Matching Between Document#8 and the 2019 SITREP 
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Data Summary Matching Between Document#8 and the 2019 SITREP 
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Data Summary Matching Between Document#8 and the 2019 SITREP 
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Data Summary Matching Between Document#8 and the 2019 SITREP 
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Data Summary Matching Between Document#8 and the 2019 SITREP 
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Data Summary Matching Between Document#8 and the 2019 SITREP 
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Data Summary Matching Between Document#8 and the 2019 SITREP 
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ANNEX 04 
Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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Data Summary Matching Between Document#8 and the 2015 SITREP 
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ANNEX 05 
Correspondence with Entities, Organizations, and Institutions  

of the Guatemalan State 
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Letter to the Plenary of Magistrates of the TSE, July 20, 2023 
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Letter to the Plenary of Magistrates of the TSE, July 28, 2023 
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Summary of the Discrepancy Submitted to the TSE on July 28 
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TSE Plenary of Magistrates' Rejection of Request for Original Actas#4 
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TSE Plenary of Magistrates’ Rejection of Request for Original Actas#4 
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TSE Plenary of Magistrates’ Rejection of Request for Original Actas#4 
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TSE Plenary of Magistrates’ Rejection of Request for Original Actas#4 
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TSE Plenary of Magistrates’ Rejection of Request for Original Actas#4 
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TSE Plenary of Magistrates’ Rejection of Request for Original Actas#4 

 



 

 
206  Report.DigitalWitness.io 

Notification of Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 

 

http://www.fiscaldigital.net/


 

 
 Report.DigitalWitness.io 213 

Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 

 

http://www.fiscaldigital.net/


 

 
 Report.DigitalWitness.io 221 

Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Amparo Ruling 87493 to the TSE 
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Impossibility of Delivering Actas#8 
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Report on the Impossibility of Delivering Voting Documents 
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Negative Resolution to Request for Original Actas#4 (1) 
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Negative Resolution to Request for Original Actas#4 (2) 
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Negative Resolution to Request Actas#8 (1) 
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Negative Resolution to Request for Actas#8 

 

 



 

 
232  Report.DigitalWitness.io 

Negative Resolution to Request for Actas#8 (2) 
 

 

 

http://www.fiscaldigital.net/


 

 
 Report.DigitalWitness.io 233 

Negative Resolution to Request for Actas#8 (2) 
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Negative Resolution to Request for Actas#8 (3) 
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Negative Resolution to Request for Actas#8 (3) 
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Page 1 - Letter Submitted to the Plenary of Magistrates, June 16, 2026 

 

http://www.fiscaldigital.net/


 

 
 Report.DigitalWitness.io 237 

Page 2 - Letter Submitted to the Plenary of Magistrates, June 16, 2026 
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Summary Submitted to the Plenary of Magistrates, June 16, 2026 
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Summary Submitted to the Electoral Affairs Committee of Congress, May 2026 
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Summary Submitted to the Electoral Affairs Committee of Congress, January 2026 
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Report as of June 2026, Submitted to the Plenary of Magistrates on June 16, 2026 

 

 



 

 
242  Report.DigitalWitness.io 

 

 

 

 

 

 

 

 

 

 

ANNEX 06 
Recommended New Designs for Elections and Systems 
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CLARIFYING NOTE FOR IMPLEMENTING RECOMMENDATIONS 
 

The acta models in this annex are design proposals meant to illustrate the report's recommendations, not final formats 
ready for use. Before adopting any of them, the TSE must test each model under conditions equivalent to those of 
election day: completion by hand with different handwriting and inks, capture by scanner and by phone camera at 
varying levels of quality, and reading with the OCR engines that will be used. The testing serves to confirm two things. 
First, that the polling boards can fill out the acta without confusion. Second, that the OCR reads it reliably and that no 
element of the design, whether a checkbox, a code, a reference mark, or shading, induces false readings or lowers 
accuracy. A format should not enter the official process until it has been demonstrated through such testing that it helps 
verify the acta rather than hindering it. What is presented here is working material; the final redesign, and the testing 
that supports it, are the TSE's decision. 
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ANNEX 06-A 
Proposed Designs for Acta#1, Acta#2 and Acta#3 
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Actas #1, #2 used in 2023 and Acta #3 used in 2015 
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Proposed Design for Acta#1 
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Proposed Design for Acta#2 

 

 



 

 
248  Report.DigitalWitness.io 

Proposed Design for Acta#2a 
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Proposed Design for Acta#3 
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ANNEX 06-B 
Proposed Design for Acta#4 
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Acta#4 used in 2023 
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Proposed Design for Acta#4 (Opening) 

 

http://www.fiscaldigital.net/


 

 
 Report.DigitalWitness.io 253 

Proposed Design for Acta#4 (President and Vice President) 
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Proposed Design for Acta#4 (Runoff) 
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Proposed Design for Acta#4 (National Congress) 

 



 

 
256  Report.DigitalWitness.io 

Proposed Design for Acta#4 (District Congress) 
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Proposed Design for Acta#4 (Municipal Corporation) 
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Proposed Design for Acta#4 (ParlaCen) 
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ANNEX 06-C 
Replacement Proposal for Acta#5 
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Acta#5 used in 2023 
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Proposed Design for Acta#5 
 

 

We reiterate the possibility of eliminating the Acta#5 with a digital version. 
The Acta#4, by including a certification format, fulfills the purpose of the Acta#5, eliminating the need for its physical 
preparation, which is crucial given that the time window available on election day does not allow for its proper creation. 
Implementing a digital version accessible to everyone fulfills and expands the function of the Acta#5, thereby 
guaranteeing the transparency and integrity of the voting process. It is essential to explore how to introduce a mobile 
application that allows all political party observers to add their photograph to the TREP of the Acta#4. This would 
provide redundancy, giving the TREP several photographs of the same document from both JRV volunteers and party 
observers. 
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ANNEX 06-D 
Proposed Design for Acta#6 
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Acta#6e (Totals) used in 2023 
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Acta#6e (Totals) used in 2023 
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Proposed Design for Acta#6a (Subtotals) 
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Proposed Design for Acta#6a (Totals) 
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Proposed Design for Acta#6b (Subtotals) 
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Proposed Design for Acta#6b (Totals) 
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Proposed Design for Acta#6c (Subtotals) 
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Proposed Design for Acta#6c (Totals) 
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Proposed Design for Acta#6d (Subtotals) 
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Proposed Design for Acta#6d (Totals) 
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Proposed Design for Acta#6e (Subtotals) 
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Proposed Design for Acta#6e (Totals) 
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ANNEX 06-E 
Proposed Designs for Acta#7 
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Actas#7 Used in 2023 
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Proposed Design for Acta#7a (President and Vice President) 
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Proposed Design for Acta#7b (National Congress) 
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Proposed Design for Acta#7c (District Congress) 
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Proposed Design for Acta#7d (Municipal Corporation) 
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Proposed Design for Acta#7e (ParlaCen) 
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ANNEX 06-F 
Proposed Designs for Acta#8 
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Actas#8 Used in 2023 (Opening) 
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Actas#8 Used in 2023 (Subtotals) 
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Actas#8 Used in 2023 (Totals) 
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Actas#8 Used in 2023 (Closure) 
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Proposed Design for Acta#8 (Opening) 
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Proposed Design for Acta#8 - President and Vice President, Municipal Vote Tallies 
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Proposed Design for Acta#8 - President and Vice President, Departmental Vote Tallies
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Proposed Design for Acta#8 – National Congress, Municipal Vote Tallies 
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Proposed Design for Acta#8 – National Congress, Departmental Vote Tallies 
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Proposed Design for Acta#8 – District Congress, Municipal Vote Tallies 
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Proposed Design for Acta#8 – District Congress, Departmental Vote Tallies 
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Proposed Design for Acta#8 – Municipal Corporation, Municipal Vote Tallies 
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Proposed Design for Acta#8 – Municipal Corporation, Municipal Vote Tallies 
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Proposed Design for Acta#8 – ParlaCen, Municipal Vote Tallies 
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Proposed Design for Acta#8 – ParlaCen, Departmental Vote Tallies 
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Proposed Design for Acta#8 – Closure 
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ANNEX 07 
Evidence against the accusation of Pre-Loading of Actas in the TREP 2023 System 
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ANNEX 07-A 
Preliminary Counterargument: Heat Maps of Creation Times 
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Heat map of creation times 
Heat map of creation times 

In these heat maps, we organize the capture-time data of the Actas#4, using both the digital EXIF information and the 
reception data of the Immutable Backup. 

  

The TREP EXIF data show 2 main trends and 1 secondary trend, while the Immutable Backup shows a single one, plus 
an evident absence of files prior to the poll-closing time (6PM or 18hrs). Because the Immutable Backup records its 
information on the Bitcoin blockchain, its verification is possible and unquestionable. 

No technology has been able to manipulate this blockchain to date; doing so would require quantum computers or time 
travel. If the FECI of the MP has evidence of quantum computers or time travelers, we beg them to share it with 
humanity. 

The registration of the documents, in the vast majority, occurred within a 12-hour interval after the poll closed. The 
digital fingerprint of all these actas has been verified by DigitalWitness, and any human being on the planet can do so 
themselves using the SHA256 algorithm. This verification costs no money and can be done via a smartphone with 
internet access. As, for example, here (https://md5file.com/calculator). 

Regarding the actas that the FECI of the MP argues were created prior to the poll closing, it is a simple matter of 
presenting photographs of original Actas#4 from any volunteer or party observer present. If there was a massive data 
alteration, why not show the Acta#4 created by the citizens and signed by the party observers, in its original version, 
next to the alleged alteration? The fact that no evidence whatsoever has been presented for the thousands of actas they 
claim were created prior to the poll closing makes this argument unacceptable. Logic indicates that what occurred was 
a time zone configuration error in the machines used for capture by the TREP contractors. 
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The TREP capture machines stored an EXIF 
timestamp in each photograph, the value the 
equipment writes when digitizing the image. 
That mark depends on the time zone configured 
in the scanner, and that is where the whole 
episode begins. When graphing how many 
actas were captured per hour, the EXIF data do 
not draw one curve but three, separated by 
blocks of several hours. 

The highest corresponds to the equipment set 
to the correct time for Guatemala, UTC−6: the 
central mountain, right after the closing. The 
second, shifted forward, are scanners whose 
clock believed it was in UTC+3, nine hours 
ahead, and appear capturing in the early 
morning. The third, the smallest, ignited the 
controversy: equipment configured at the 
factory to UTC+11, whose fast clock makes the 
capture appear dated prior to the closing. The 
flags over each curve mark that zone: 
Guatemala where the clock was correct, Iraq 
where it ran nine hours ahead, Samoa where 
the date rolled back a day. Three zones, a single 
election, a single batch of digitizations from the 
same night. 

On that third curve, around 3% of the captures, 
the pre-loading claim was built: the "smoking gun" of the second graph. The argument overlooked a detail. If the early 
EXIF marks were an indication of pre-loading, one would have to explain why the late ones, the UTC+3 group captured 
in the early morning, did not receive the same suspicion. The same criterion applied to one extreme and not the other 
ceases to be a criterion. What the three curves share is not a plan; it is a badly set clock in the capture equipment: the 
offset is in exact hours and disappears when the zones are normalized. 

Against the EXIF, which the scanner writes according to its own configuration, stands the Immutable Backup. It does 
not depend on the capture equipment’s clock: it anchors the fingerprint of each acta in the Bitcoin chain, which no one 
has managed to manipulate and which anyone can verify from their own phone, at no cost, by calculating the SHA256 
HASH. Where the EXIF draws three curves, the Immutable Backup draws one, without a single record prior to the 18:00 
closing. The orange curve starts at zero and remains at zero until the ballot boxes close. 

To ensure that this record was altered would require a quantum computer capable of breaking the Bitcoin chain, or 
time travel. If the Electoral Crimes Unit has either of the two, we beg them to share it with humanity. Meanwhile, the 
explanation that stands is the simplest and most boring: a badly configured time zone in the scanners of the contractors 
that scanned the documents. 
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ANNEX 07-B: BITCOIN CANNOT LIE 
Case study on the temporal integrity of Actas#4: what 118,320 verifiable records teach us about how the 

TREP should work. 
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EXECUTIVE SUMMARY 
This annex examines the controversy over the timestamps of the electoral actas from the first round on June 25, 2023, 
flagged at the time as evidence of an alleged "pre-loading." DigitalWitness contrasted that interpretation against the 
complete universe of available temporal records and found that the anomaly is explained by EXIF records associated 
with incorrect time settings in the capture process, not by temporal evidence of pre-loading in the records analyzed. 
The claim was built on the 4.5% of actas with metadata prior to closing, without noting that an additional 53.1% showed 
later metadata. In total, close to 58% of the captures had the time zone misconfigured.

When the detected time zones are normalized, the 
anomaly is explained: a significant portion of the actas 
analyzed comes from captures associated with incorrect 
time zones, with offsets compatible with UTC+11 (−7 
hours) and UTC+3 (+9 hours). The case shows why a 
modern electoral system must publish the complete 
evidence that allows each document to be verified: 
image, metadata, hash, reception timestamp, Immutable 
Backup, and technical log. Trust is not recovered by 
asking for faith in the electoral authority, but by allowing 
any citizen to verify the documentary sequence of each 
acta. 

1. Hierarchy of temporal evidence: local 
metadata versus immutable record. 

A local time label and an immutable record do not carry 
the same evidentiary value. EXIF metadata is a field 
generated by the clock of the capture device: if that clock 
is misconfigured, the label inscribes a shifted time. In the 
analyzed TREP universe, the temporal records group into 
three distinct configurations: one compatible with 
Guatemala’s time zone (UTC−6), another shifted toward 
UTC+11 (−7 hours), and another toward UTC+3 (+9 
hours). These last two groups, 4.5% and 53.1% of the 
actas, add up to close to 58% of the universe with 
irregular time configuration. The existence of three 
groups does not demand three explanations: it points to 
an irregular configuration reflected in the capture 
records, not to an alteration of the actas’ content. 

The Immutable Backup operates in another category. It 
records the cryptographic fingerprint of the document in 
a distributed network that does not depend on the 
scanner’s clock or the device’s local configuration. In the 
118,320 actas analyzed, the reception and cryptographic 
anchoring records are subsequent to the poll closing and 
can be corroborated independently through the 

reception data and the mining time of the corresponding 
block. 

A pre-loading is admissible in the abstract; what does not 
hold up is the temporal evidence used to assert it. The 
claim took the 4.5% of actas with metadata prior to the 
closing as an indication of pre-loading but did not apply 
the same criterion to the 53.1% whose metadata appears 
shifted toward hours after the delivery of results. Under 
that same logic, those actas would have been created 
after being published, a chronological impossibility. A 
criterion that accepts the metadata when it points to 
fraud and discards it when it produces a temporal 
absurdity does not meet a sufficient standard of forensic 
consistency. The explanation that covers the analyzed 
universe without contradiction is the incorrect 
configuration of time zones, and the lesson is direct: EXIF 
metadata must be preserved and published, but 
accompanied by hash, reception timestamp, normalized 
time zone, Immutable Backup, and logs that make it 
possible to reconstruct the digital life of each document. 

2. The signed Acta#4 as the material anchor of the 
result 

Physical documents precede digital images. The 
principle seems trivial, but it constrains the pre-loading 
hypothesis. The disputed actas are not abstract files: 
they are photographs of physical documents bearing the 
handwritten signatures of the polling-station party 
observers and of the citizen volunteers of each JRV. 
Those signatures have a material chronology: they could 
only have been stamped after the last vote was counted, 
usually between 19:00 and 22:00 on election day. The 
paper exists before the photograph, the photograph 
before the transmission, and the transmission before the 
record in the Immutable Backup. The chain is 
irreversible. 
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Therefore, a metadata label that places the creation of 
the file before the poll closing does not contradict that 
chain: it indicates that the capture device’s clock was 
misconfigured. The citizen’s signature on the paper is the 
most reliable temporal anchor of the process, above any 
editable field in the metadata of a digital file. Its presence 
on the actas flagged as pre-loaded is, on its own, the 
material evidence that the claim never managed to 
explain. The institutional lesson: the signed Acta#4 
remains the central document of the system, and the 
Immutable Backup does not replace it, it protects it. 

3. Findings of independent analysis 

The forensic analysis of the data yields three findings 
that, taken together, leave little reasonable room for the 
pre-loading hypothesis. 

The first is the geographic distribution of the offsets. A 
deliberate pre-loading would leave concentrated traces: 
specific municipalities, contested districts, or centers 
linked to some identifiable political actor. The data show 
the opposite. The 62,820 actas in UTC+3, 53.1% of the 
universe, are distributed across 2,062 centers in every 
department of the country, with no geographic, political, 
or administrative pattern. The 5,288 actas in UTC+11, 
the remaining 4.5%, are concentrated in 157 centers of 
the Central District and the department of Guatemala, 
consistent with the deployment of a specific batch of 
equipment in the metropolitan area, precisely where the 
density of party observers, watchers, and media makes 
it harder to execute fraud without detection. Neither of 
the two patterns corresponds to a directed operation: 
both are the trace left by a logistical error when 
misconfigured batches are distributed among thousands 
of centers. That the offsets follow no pattern is not a 
weakness of the evidence, it is the evidence: fraud leaves 
concentration, a configuration error leaves dispersion. 

The second is operational consistency. Once the time 
zone correction of each group is applied, the difference 
between the corrected metadata and the reception in the 
Immutable Backup concentrates around three and a half 
minutes on average, the time it takes to scan the 
document, verify it, and send it to the server. The same 
interval appears in the three groups, including the group 
with metadata compatible with UTC−6. When only the 
hours are corrected, the minute residual is statistically 
identical across the three groups, with averages between 

3.54 and 3.73 minutes and standard deviations between 
3.06 and 3.31. The only variable that differs between the 
groups is the time configuration: the hours were wrong, 
the minutes never were. 

The third is corroboration by blocking mining time. For 
each acta, the mining time of the Bitcoin block that 
contains its hash was determined, a record independent 
of both the scanner’s clock and the Immutable Backup 
service. That distribution replicates the same publication 
curve, and no block contains the hash of an acta prior to 
the poll closing. Four sources of evidence, metadata, 
reception in the Immutable Backup, reception at the TSE, 
and mining time, converge on a single distribution: three 
produce equivalent results and only one diverges 
systematically, coinciding with the irregular time 
configuration. There is no reasonable evidence in the 
analyzed records to sustain a coordinated manipulation 
capable of producing that convergence. 

4. Conclusion 

The integrity of Guatemala’s 2023 presidential election is 
backed by one of the most extensive forensic analyses 
conducted on an electoral process in the country. The 
timestamp controversy has a technical explanation: the 
clocks of some scanners were misconfigured, while the 
popular will was documented in actas signed by citizen 
volunteers and recorded in the Immutable Backup at the 
moment of their reception. The pre-loading claim does 
not withstand its own criterion when applied to the 
complete universe of data, does not accompany the 
chain that runs from the signed paper to the 
cryptographic anchoring, and does not provide a single 
physical acta that contradicts what the system 
published. The four temporal sources, the statistics, and 
the material evidence point to the same reading: there is 
no trace of manipulation in the records, there are 
misconfigured clocks. 

This case is not an argument for abandoning technology, 
but for using it better and publishing it in full. The data, 
read in their entirety and without selection, always tell 
the same story. Bitcoin cannot lie.
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I. Limitations of local metadata 
The pre-loading claim rests on a category problem: treating a scanner’s metadata and the record in Bitcoin as sources 
of equal evidentiary value. They are not. Understanding why requires specifying what each one is, how it is generated, 
and what guarantees it offers. 

1. The time zone is a geographic convention that sets the local time of a region relative to Coordinated Universal 
Time (UTC). Guatemala is at UTC−6. When a device records the time of an action, it does so according to the 
clock it has configured, which reflects the time zone of its operating system. If that clock is set to an incorrect 
zone, all the dates the device generates are shifted by the difference between the real zone and the configured 
one. That shift does not alter the file, its content, or its digital signature: it only affects the time-label that the 
device itself inscribes in the metadata. 

2. The metadata of a digital file is the information that describes it: who created it, with what device, at what 
moment according to that device’s clock, and under what technical conditions. In images, that information 
follows the EXIF standard. EXIF metadata is not generated by any external system nor verified independently: 
it is produced by the capture device and reflects its internal configuration at the moment of the shot. There is 
no mechanism that corrects a clock error, nor any guarantee that the inscribed time corresponds to the real 
capture time. 

3. The Immutable Backup operates in another hierarchy. When a file is recorded in the Bitcoin network through 
a backup service such as the one implemented by the TSE for the TREP 2023, what is inscribed is the file’s 
cryptographic fingerprint, its SHA-256 hash, together with the moment when that fingerprint was incorporated 
into a block of the chain. The network operates with thousands of nodes distributed around the world and 
reaches a decentralized consensus about the state of the data, so that no individual actor controls them. The 
recorded time does not depend on the scanner’s clock, the TREP operator, or the electoral authority: it is 
determined by the network’s distributed consensus, and it cannot be altered retroactively with any available 
technology. 

4. The SHA-256 hash fixes the exact identity of the content. Anchoring that hash in Bitcoin makes it possible to 
establish an external temporal bound: it demonstrates that the document existed no later than the moment of 
block confirmation. If a single bit of the file, a number, a signature, had been altered after the record in Bitcoin, 
the resulting hash would be different, and the alteration would be detectable by anyone with internet access. 
Anchoring in Bitcoin thus offers a double guarantee: it makes it possible to verify that the document existed no 
later than the moment of the block, and that its content has not changed since then. Those two properties are 
what give it greater forensic value for establishing an external temporal bound than any editable field of the 
local metadata. 

5. The block mining time is a third temporal source, independent of the scanner’s clock and of the Immutable 
Backup service. For each acta, the service generated up to three simultaneous records through parallel Merkle 
trees, each incorporated into a distinct transaction of the chain. For this analysis, the mining time of the earliest 
of the three blocks was taken. For the actas with a linkable hash, that time is subsequent to the reception at the 
TSE, which confirms the sequence: reception in the Immutable Backup (RI) → reception in the TSE system → 
mining of the block in Bitcoin. The sequence is verified over that subset because linking the TSE reception with 
the mining requires that the TSE database record the SHA256 HASH; where it does not, the record is not 
pairable. 

The TREP database, available at https://primeraeleccion.trep.gt/#!/tc1/db/ as the GTM-pruebas file, contains for each 
published acta its SHA-256 hash, the reception timestamp in the Immutable Backup, and the reception timestamp in 
the TSE system. The images of each acta, from which the EXIF metadata is extracted, are also downloaded from the 
same portal, so that the four temporal records are accessible in full and publicly from a single official source. From the 
hash of each acta, its verification URL in the Immutable Backup is constructed, with the pattern 
https://verify.simpleproof.com/TSE/P-000024/[SHA256], from which the corresponding OTS (OpenTimestamps) 
certificate is downloaded. Each certificate contains the records of up to three Merkle trees anchored in Bitcoin; reading 
it extracts the transactions associated with each acta and, by locating them in the network, the timestamp of the block 
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that confirmed them is obtained. That is the origin of the BTC field of the analysis: it is not third-party information, but 
the result of following the public verification chain that the TREP itself makes available to any citizen.  

Of the 121,227 actas published in the first round on June 25, 2023, 118,320 were evaluated with four independent 
temporal records each: the EXIF capture date from the scanner, the reception timestamp in the Immutable Backup (RI), 
the reception timestamp in the TSE system, and the mining time of the corresponding Bitcoin block. 494 actas were 
excluded for not having a reception date at the TSE in the downloaded database, and 2,413 for not containing EXIF 
capture data, probably because they came from captures made outside the main official scanning flow. 

The difference between these records is not a matter of technical opinion, but of hierarchy of temporal evidence. EXIF 
metadata is a testimony of the device itself: a declaration generated by its clock, without external verification and with 
full exposure to human configuration error. Taking it as absolute truth is equivalent to accepting the time of a wall clock 
as the official time, ignoring that anyone can move its hands and that the clock may simply be set wrong.  

Anchoring in Bitcoin certifies existence. When the hash of an acta is recorded in the network, that record is the 
consensus of thousands of distributed nodes that no individual actor controls. 100% of the 118,320 actas analyzed 
have their Bitcoin record subsequent to 18:00 on June 25, 2023. It is not an opinion about what could have occurred, it 
is an immutable record of when the document’s fingerprint existed. 

In this report we do not compare sources of equal value. We contrast a fallible local label against three independent 
records. When the metadata places the creation of an acta at 10:00 AM, but the anchoring demonstrates that its 
fingerprint did not exist until 8:00 PM, the conclusion is not that the acta is false: it is that the scanner’s clock was 
misconfigured. The objectivity of the distributed record takes precedence over the device’s label. 

That is why anchoring in Bitcoin is the only one of the four records whose temporal integrity is guaranteed by 
distributed cryptographic consensus, which grants it greater forensic value than local metadata for fixing an external 
temporal bound. The TREP must publish, alongside each image, the complete metadata, the recorded time zone, the 
time normalized to UTC, the hash, the reception timestamps, and the anchoring certificate, so that any citizen can 
reconstruct the temporal sequence of each document without depending on the word of the electoral authority.  
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II. Anatomy of a configuration error 
On June 25, 2023, Guatemala held general elections in which 366 contests were disputed to elect 3,169 public offices. 
For the preliminary count, the Supreme Electoral Tribunal operated the Preliminary Electoral Results Transmission 
System (TREP), the first in its history to anchor each published acta to the Bitcoin blockchain through the Immutable 
Backup, generating an independent and verifiable record of each document at the moment of its reception.  

The TREP operated in real time before the entire country. Millions of Guatemalans followed live the flow of actas 
entering the system as election night advanced. Any anomaly in that flow, unexplained spikes, massive out-of-
sequence batches, or concentrations incompatible with the physical count, would have been publicly visible in real 
time. None was reported. The flow was temporally coherent with what was happening at the polling centers.  

The process involved 24,585 Vote Receiving Boards (JRV) organized in 3,852 centers, coordinated by 339 Municipal 
Electoral Boards (JEM) and 24 District Electoral Boards (JED). Each JRV produced several Actas#4, one for each type 
of election held at that table, which explains why the number of digitized images far exceeds the number of tables. The 
digitization was done with scanners whose internal clocks were not uniformly configured, operated by personnel 
contracted by the TSE: 41.8% operated in UTC−6 (Guatemala’s time zone), 4.5% in UTC+11 with an offset of −7 hours, 
and 53.1% in UTC+3 with an offset of +9 hours. 

This distribution is not the product of a deliberate action. The model of the capture equipment used by the TREP 
contractors has not been publicly disclosed, an omission the TSE should correct, but its identification is not necessary 
to conclude that no fraudulent operation would produce offsets that coincide precisely with two real time zones 
geographically distant from each other. That precision is the characteristic signature of a configuration error, not of 
coordinated manipulation. 

The direct consequence is that a single center could produce, at the same time, actas with three different date patterns: 
correct, apparently prior to the closing, and apparently after the count, depending on which device captured each 
image. This coexistence within a single center is the first internal evidence that the metadata does not reflect the real 
capture time. A pre-loading would have required acting selectively on specific captures within each center, producing 
by chance the same offset that corresponds to UTC+11. The fraud hypothesis needs that coincidence; the 
misconfiguration hypothesis explains it without needing it. 

The geographic analysis confirms the reading from another angle. If the error were a directed operation, the affected 
actas would concentrate in disputed municipalities or sensitive centers. The opposite occurs: the 62,820 UTC+3 actas 
are distributed across 2,062 centers in every department, with no identifiable pattern, and the 5,288 UTC+11 actas 
concentrate in 157 centers of the metropolitan area, not because it is a political target, but because it corresponds to 
the deployment area of a batch of equipment with the same factory configuration. Neither of the two patterns makes 
sense as a fraud strategy; both make sense as a logistical error: one batch distributed nationally without criterion, 
another assigned to a region. 

Determining the precise cause of these errors and establishing operational responsibilities is necessary so that they 
are not repeated. The case shows that a massive deployment of equipment without prior verification of its time 
configuration can generate, on its own, an avoidable crisis of confidence. The TREP must normalize and verify the 
configuration of each device before the process and publish the technical log of the batch to which each acta belongs. 
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III. Temporal comparison between EXIF, Immutable Backup, TSE, and Bitcoin 
 

The analyzed set comprises 118,320 actas from the TREP 2023, each with four independent temporal records: the 
capture date inscribed in the EXIF metadata by the scanner (Taken field), the reception timestamp in the Immutable 
Backup (RI field), the reception timestamp in the TSE system (TSE field), and the mining time of the corresponding 
Bitcoin block (BTC field). The analysis of the four produces results that reinforce one another in three of them and 
diverge in the fourth, and that divergence is the central evidence of this report. 

The reception timestamp in the Immutable Backup shows a normal distribution: a curve consistent with a massive 
process that begins after the poll closing at 18:00, reaches its peak in the first hours of the nightly count, and decreases 
as the transmission is completed. No acta has a reception time in the Immutable Backup prior to the official closing. 

The block mining time replicates that distribution independently. Being always subsequent to the reception in the 
Immutable Backup and at the TSE, its curve follows the same pattern with a minimal offset. No Bitcoin block contains 
the hash of an acta prior to the poll closing. The corroboration matters because the block time does not depend on the 
Immutable Backup server or on any system under TREP control: it is determined by the consensus of the global Bitcoin 
network. 

The EXIF metadata generates a different pattern. A fraction of the actas, consistent with the 4.5% of EXIF records 
associated with UTC+11, shows capture dates prior to closing, which the Public Ministry interpreted as an indication 
of pre-loading. Another fraction, 41.8% of EXIF records compatible with UTC−6, shows dates within the expected 
range. And a majority fraction, 53.1% in UTC+3, shows dates after the close of the count. 741 actas (0.6%) were left 
without an assignable time classification and are excluded from the three groups. 

The correspondence between the three metadata groups and the three time zones is not approximate, it is exact. The 
three groups are not anomalies that require independent explanations: they are the three predictable consequences 
of a single configuration error. 

The analysis by polling center reinforces the reading. Of the 3,777 classified centers, the majority present at the same 
time actas in more than one temporal category, which on its own rules out a directed manipulation: a fraudulent 
operation would not produce, within the same center, captures with correct and incorrect timestamps distributed in 
that way. The joint distribution of the UTC+3 and UTC−6 groups, 95% of the universe, presents no geographic, political, 
or administrative pattern, as would be expected from a configuration error distributed without criterion among 
equipment from different batches. 

The difference between the corrected metadata and the reception timestamp in the Immutable Backup concentrates 
around four minutes, the time it takes to scan the document, verify it, and send it to the server. The same interval 
appears in the actas with correct metadata, which confirms that they all followed the same operational flow and that 
the only variable that differs between the groups is the device’s time configuration. 

The following graph overlays the four curves: EXIF metadata, reception in the Immutable Backup (RI), reception at the 
TSE, and block mining time (BTC). Three share a shape, a normal distribution centered on the first hours after the 
closing, with no value prior to H+00. The fourth, EXIF in gray, is the one that originated in the controversy, and reflects 
the time configuration inscribed in the EXIF metadata, not necessarily the real capture time. 
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The lesson is that divergence becomes legible only when the four sources are published together. A system that 
disseminates the metadata without its reception and anchoring records leaves the door open for a misconfigured label 
to be read as fraud. TREP must publish the four sources for each acta, so that any analyst can reproduce this 
comparison. 
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VI. Methodological evaluation of the pre-loading claim. 
Before the conclusions it is worth examining the methodological quality of the analysis that originated in the 
controversy. The Electoral Crimes Unit (FECI) presented the finding of 4.5% of actas with a prior date as an indication 
of pre-loading. From a digital-forensics perspective, that analysis did not exhaust an elementary step: first ruling out 
the alternative hypotheses. 

A forensic analysis does not look for evidence that fits a hypothesis, it looks for the most probable explanation for an 
observed phenomenon. The claim presents three methodological limitations. 

The first is the selective application of the criterion. The analysis took 4.5% of actas with past dates and did not consider 
the 53.1% with future dates present in the same set. A measurement instrument cannot be validated only when the 
result is convenient and discarded when it produces a chronological impossibility. If the metadata is miscalibrated for 
53.1%, it is for 100%. 

The second is the omission of the principle of parsimony. Faced with the time discrepancy, the simplest and most 
probable explanation is a bad configuration of time zones in a massive deployment of equipment. The claim opted for 
the most complex hypothesis, a selective pre-loading, without first ruling out the technical error. Attributing criminal 
intent to an anomaly before exhausting the technical causes weakens any conclusion derived from it. 

The third is the absence of geographic correlation. A pre-loading would leave concentrations in specific municipalities 
or districts. The 62,820 actas of the UTC+3 group are distributed across 2,062 centers with no geographic, political, or 
administrative correlation, and the UTC+11 group concentrates in the metropolitan area, precisely where the density 
of party observers, watchers, and media makes it harder to execute fraud without detection. 

The present analysis applies, in contrast, a uniform criterion over the totality of the data, with four independent 
temporal records per acta: EXIF metadata, reception in the Immutable Backup (RI), reception in the TSE system, and 
mining time of the Bitcoin block. Three of those sources were not considered in the original claim, and they 
autonomously corroborate the same reading. When the correction of the detected time zones, UTC+3 and UTC+11, is 
applied, the anomaly is explained by contrasting the four sources. The analysis of the minutes component in Section 
IV adds a fifth independent line: when only the hours are corrected, the three groups produce indistinguishable minute 
residuals, something a manipulation would not have produced. 

This independent citizen audit does not act as a defense of the Supreme Electoral Tribunal, which it criticizes for its 
operational negligence, but as a technical verification of public access. With the SHA-256 algorithm, any independent 
analyst can confirm that the content of the actas remained intact from its capture to its publication, regardless of what 
a scanner’s clock indicated. The lesson for future investigations is that a hypothesis about intent must first exhaust the 
technical explanations and apply the same criterion to the entire universe of data before it can be sustained. 
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IV. The signature of the minutes as evidence of time configuration. 
 

A time zone error and a deliberate manipulation of timestamps produce different statistical signatures. A configuration 
error shifts only the “hours” component of the internal clock: if the zone is nine hours ahead, all the device’s 
timestamps appear nine hours ahead, but their minutes and seconds accurately reflect the real moment of capture. A 
manipulation, on the other hand, operates on the complete file: altering an EXIF label to simulate a pre-loading implies 
modifying the whole time, hours, minutes, and seconds, without any mechanism that preserves the coherence of the 
minutes across thousands of distinct files. The difference is mathematically verifiable and constitutes additional 
evidence, independent of the blockchain record, that the TREP anomaly is a configuration error.  

To verify this, the minutes component of the EXIF timestamps was analyzed in the three groups. For each acta, the 
difference between the minute of the EXIF timestamp and the minute of reception in the Immutable Backup was 
calculated, correcting only the hours offset of each group: zero for the correct group, nine hours for UTC+3, seven hours 
for UTC+11. If the configuration-error thesis is correct, that residual should be statistically identical in the three groups, 
a reflection of the same operational time of a few minutes that it takes to scan, verify, and send to the server. If there 
were manipulation, the residuals would be arbitrary, and the distribution would be uniform between zero and fifty-nine 
minutes. The results are consistent: 

 

Group Reference Actas Average residual Std. deviation P5 / P95 

UTC-6 Guatemala 49,471 3.73 min 3.26 1.1 / 9.5 

UTC+3 Baghdad 62,820 3.54 min 3.31 0.6 / 9.6 

UTC+11 Western Pacific 5,288 3.63 min 3.06 0.9 / 9.3 

 

 

Three groups of EXIF records with radically different time configurations, one correct, one nine hours ahead, one seven 
hours behind, produce statistically indistinguishable minute residuals, with averages between 3.54 and 3.73 minutes 
and standard deviations between 3.06 and 3.31. The histogram of the complete universe shows a pronounced peak 
between one and three minutes with exponential decay toward the right, the signature of a physical and consistent 
operational process, not of random noise. 
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That coherence has a single consistent explanation: the three groups experienced the same operational process, with 
the same workflow and the same underlying clock. The minutes component was not altered because there was no 
alteration, only misconfigured time zones that shifted the hours without touching the minutes. 

The inverse argument points in the same direction. For the coherence of the minutes to be the product of manipulation, 
an actor would have needed to identify which actas to modify among 118,320 files, alter their hours in a coordinated 
way across three distinct groups, and simultaneously preserve the minutes with sub-minute precision in all the 
manipulated files, without leaving a trace of uniform distribution. 

That operation does not hold up either as a technical hypothesis or as a fraud hypothesis. The only mechanism that 
explains the preservation of the minutes in the three groups is that no timestamp was altered: they all reflect the real 
moment of capture, with the sole defect of a misconfigured time zone. 

This finding is relevant beyond the case. The minutes component could only be used as evidence because the reception 
timestamps were available to be contrasted against the metadata. The TREP must preserve and publish the complete 
EXIF metadata, not just the date, so that analyses of this type can be reproduced without privileged access to the data. 
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V. Logical consistency: the metadata applied to the complete universe 
To evaluate the pre-loading claims it is worth applying a consistency test: if it is postulated that the metadata of a file 
proves its moment of creation, that premise must hold for the entire universe of data, not just for the fraction that 
produces the convenient result. 

The reasoning rests on a principle of causality that admits no exception: a digital file cannot be recorded in an external 
distributed network before it exists. Anchoring in blockchain fixes an upper temporal bound, the cryptographic 
fingerprint of a document cannot precede the document. This is not a forensic convention; it is a material restriction. 

Applied to the analyzed universe, that principle produces a conclusion that the data makes it difficult to evade. The 
metadata shows massive offsets toward both extremes of the temporal spectrum, coinciding with UTC+3 and UTC+11. 
If 53.1% of the actas have metadata that would place them after their own record in blockchain, the metadata does not 
function as proof of existence: it functions as a configuration variable, as reliable as the wall clock of whoever 
generated it. 

Below, the distribution of the universe of 118,320 actas is presented, comparing the four independent records: the time 
reported in the EXIF metadata, the reception in the Immutable Backup (RI), the reception in the TSE system, and the 
mining time of the corresponding block. The database was downloaded from the official TREP repository1, which 
ensures the traceability of the primary source and allows any independent analyst to verify the data on which this 
report relies. 

 

 

1See description of sources in Section I. 
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Hour Range Actas per 
EXIF 
Metadata 

Immutable 
Backup 
Reception 

TSE 
Reception 

Block Mining 
with 
Timestamp in 
BTC2 

Isolated EXIF 
Reading 

Reading when 
Contrasting RI, TSE and 
BTC 

]-10,-3] 447 0 0 0 Actas presumed to 
be pre-loaded. 

RI, TSE and BTC register zero 
actas before poll closing 

[-2, 0[ 1,600 0 0 0 

[0, +11] 51,184 118,556 115,889 116,029 None. Actas on time. 

[+12, +13] 10,140 1,283 1,374 1,192 

[+14, +15] 28,466 277 116 173 Data omitted by the 
accusation. 

At H+14 (8am) the count 
already exceeded 90% and the 
TREP delivered results at H+17 
(11am). That volume could not 
have been received after being 
tallied live: the late EXIF dates 
are a time zone artifact, not 
actual reception. 

[+16, +17] 17,544 360 189 293 

[+18, +19] 4,588 218 126 156 

[+20, +21] 897 33 5 19 

[+22, +23] 294 30 19 29 

[+24, +25] 119 38 24 43 

[+26, +27] 64 46 8 32 

[+28, +40] 184 91 26 86 Actas from hard-to-
reach locations 

Actas from hard-to-reach 
locations 

[+41, ∞[ 271 288 570 260 

Σ 115,798 121,220 118,346 118,312   

 

The three immutable records resolve the discrepancy: reception in the Immutable Backup, reception at the TSE, and 
mining time record zero actas in the ranges prior to H+00. Three records generated by different systems, which share 
neither clock nor infrastructure, coincide on the same thing: no acta existed in the Bitcoin network before the poll 
closing. When the metadata and the anchoring contradict each other, there are not two equally valid versions: there is 
one failed local label and three independent records that say the same thing. The institutional lesson is that the contrast 
was only possible because three of the four sources are independent of the capture device. A system that published 
only the metadata, without the reception and anchoring records, would not allow this cross-verification. The TREP must 
guarantee that each acta keeps its four temporal records publicly accessible, because the consistency between 
sources is what makes it possible to distinguish a technical error from a real alteration. 

 

2Each column is an independent distribution: a given acta appears in the row that corresponds to it according to that source’s timestamp, and those timestamps are 
naturally staggered. A single acta may have an EXIF capture date of 2:00 pm (due to erroneous time zone configuration), reception in RI at 6:01 pm, reception in the TSE 
table at 6:11 pm, and its block mined at 6:50 pm. That is why the four columns do not match row by row and their totals differ. The RI column corresponds to the Immutable 
Backup, through which all scanned actas passed automatically, and constitutes the complete universe of the process. The EXIF, TSE reception, and block mining (BTC) 
columns can only be populated for linkable actas, those in which the SHA256 HASH reliably links the acta image, from which the EXIF is extracted, with its record in the 
database downloaded from the TREP; where the TSE database does not record a hash, there is no linking key and the record falls outside those three columns. Overseas 
voting and the runoff were also excluded from this analysis. The asymmetry does not alter the conclusion: in none of the four sources does a single record appear in the 
ranges prior to H+00. 
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VII. The signed Acta#4 versus local metadata 
Beyond statistical logic, there is a material proof that reduces the relevance of the metadata: the presence of the 
signatures of the party observers and JRV members on the actas. 

For the pre-loading thesis to be held, one would have to explain a phenomenon that chronology does not allow. The 
disputed actas are not abstract files: they are photographs of physical documents with the handwritten signatures of 
citizen volunteers and party observers from different parties. Those signatures have an inviolable sequence: they could 
only have been stamped after the last vote was counted, usually between 19:00 and 22:00 on election day. The paper 
exists before the photograph, and the photograph before the transmission. The chain is irreversible. Therefore, a 
metadata label that places the creation of the file before the poll closing indicates that the capture device’s clock was 
misconfigured. 

The relevance of the signatures goes beyond the chronology. The Guatemalan electoral process rests on the 
simultaneous presence of antagonistic actors who must agree on the same numbers: citizen volunteers of the JRV and 
party observers from different parties, all signing the same document. The design is not accidental; it is the mechanism 
that makes the system resistant to unilateral manipulation. Each signature is an independent citizen testimony that the 
numbers on the paper are those of the count. If thousands of digital actas had been fabricated with altered results, 
there would be a verifiable divergence between those actas and the physical ones kept by the members of each JRV, by 
the party observers, and by the district electoral boards: different numbers on the paper and in the system, signed by 
citizens who could appear to testify to it. 

The claim never presented that evidence. It did not exhibit a single digital acta compared side by side with its physical 
counterpart that showed an alteration in the numbers. It did not identify a polling-station party observer who 
denounced that what was published in the TREP differed from what they signed that night. It did not locate a center 
where the paper contradicted the system. That absence is not a minor procedural gap: it is the central void of the 
argument. A comparison between the signed physical document and its digital version is the direct method to 
demonstrate a content alteration, and it was never provided. 

The citizen’s signature on the acta is the most reliable temporal anchor of the process, with a legal and logical hierarchy 
superior to any label generated by software. The integrity of the vote is not defined by a scanner’s clock, but by the 
coincidence between the signed paper and what the system published. Hence the institutional lesson: the signed 
Acta#4 must remain accessible and verifiable, because it is the document of origin against which everything digital is 
contrasted. The Immutable Backup does not replace the Acta#4, it protects it. 
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VIII. Technical conclusions and recommendations to TREP 
The joint analysis of the EXIF metadata, the reception times in the Immutable Backup, the reception times in 
the TSE system, and the block mining times of the 118,320 actas from the TREP 2023 makes it possible to 
establish the following conclusions with a degree of certainty that leaves little room for a reasonable 
refutation.3 

I First. None of the 118,320 actas analyzed have a reception time in the Immutable Backup, reception 
at the TSE, or block mining prior to the official poll closing. The Immutable Backup, through which all 
scanned actas passed automatically, does not record any prior to 18:00 on June 25, 2023; the 
reception at the TSE and the block mining confirm the same over the subset of actas with a linkable 
hash. The pre-loading described by the FECI is incompatible with the three records. 

II Second. The three date patterns of the EXIF metadata correspond to three time-configurations 
detected in the capture records. The proportion of actas with a prior date coincides with the group 
of EXIF records associated with UTC+11, and that with a later date with the group associated with 
UTC+3. The correspondence is neither approximate nor ambiguous: it is exact, and on its own it 
sufficiently explains the anomaly. 

III Third. The fraud hypothesis is logically untenable because it applies a criterion asymmetrically to 
the same data. If the prior date were proof of pre-loading, the later date would be proof of a 
chronological impossibility. Neither of the two occurred. Both have a single consistent explanation: 
the clocks of the devices were misconfigured. 

IV Fourth. The temporal distribution of the anchoring follows a normal curve consistent with the 
electoral process observed publicly in real time. Millions of Guatemalans witnessed that flow during 
election night. No anomaly was reported in real time, and the forensic records, timestamp in Bitcoin, 
reception in the Immutable Backup, and reception at the TSE, confirm that none existed. 

V Fifth. The absence of physical evidence is decisive. The FECI never compared the digital actas 
flagged as pre-loaded with the physical actas signed by the citizen volunteers of the JRV. That 
comparison is the only direct forensic method to demonstrate content alteration. Without it, the 
claim lacks empirical support. 

VI Sixth. The convergence of three of the four sources tempers any manipulation hypothesis. The 
corrected metadata, the reception in the Immutable Backup, the reception at the TSE, and the block 
mining come from different systems that share neither clock, infrastructure, nor chain of custody. 
The three reliable records produce the same normal distribution centered on the first hours after the 
closing, with zero records prior to 18:00. The Immutable Backup confirms it over the complete 
universe, and the reception at the TSE and the block mining corroborate it over the hash-linkable 
subset. There is no reasonable evidence in the analyzed data that this convergence is the product of 
coordinated manipulation. 

VII Seventh. The analysis of the “minutes” component is quantitative evidence, independent of the 
blockchain record, that the error is exclusively one of time zone. When only the hours offset is 
corrected, the three groups produce indistinguishable residuals, with averages between 3.54 and 
3.73 minutes and standard deviations between 3.06 and 3.31. The error affected the hours, not the 
minutes, a pattern that a deliberate manipulation would not have produced. 

 

3Each of the records used in this analysis is independently reproducible by following the public verification chain 
described in Section I. 
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The timestamp controversy has a complete, documented, and verifiable explanation: a technical 
configuration error that was interpreted without exhausting the alternative hypotheses was amplified 
without independent verification and used to question the legitimacy of a result whose integrity, in the 
presidential election, is backed by one of the most exhaustive independent analyses conducted on a 
Guatemalan election. Confusing a technical error with fraud does not strengthen the system, it weakens it, 
by diverting attention from real problems. 

That is why this case is not an argument for abandoning technology, but for using it better. The metadata 
must be preserved. The hashes must be published. The Immutable Backup must be extended to all the actas 
and their complete metadata. The technical logs must be available. The original Actas#4 must be accessible. 

Electoral trust is not recovered by asking for faith in the authority, but by allowing any citizen to verify each 
acta, each sum, and each document. Clocks can fail; complete traceability makes it possible to discover it. 
The data, read in their entirety and without selection, always tell the same story. Bitcoin does not lie. 

 Bitcoin Cannot Lie . 
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ANNEX 08 
Why is it mathematically implausible that vote differences affect the presidential elections. 
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The Math of Stealing the Presidency 
Let us begin by recalling some hard data that will establish the criteria for the threshold of logic we intend to 
cross: 

Average difference between winners: 553,030 votes. 
Historically, the vote difference between the first loser and the last presidential winner has been 215,196 
votes in the first round, and 1,385,096 in the 2015 runoff. In 2019 it was 505,804 and 523,756 in the first 
round and runoff respectively, and in 2023 it was 228,565 in the first round and 459,666 in the second. This 
gives us an average of 553,030 votes. 

Average discrepancy between Actas#4 and Actas#8: 37,710 votes. 
Likewise, in historical perspective, the discrepancies between preliminary transmission systems and 
official results have been 59,646 and 58,804 for 2015, 42,559 and 79 for 2019, and 40,856 and 24,319 votes 
for 2023 in elections and runoff respectively for all cases. 

Average votes per winning party: 65. 
On the other hand, we averaged the votes per Acta#4 of the parties in presidential elections and runoffs of 
the two main contenders, for all the years evaluated. For 2015 it is 104 in the runoff, and 55 in the elections; 
in 2019 it was 78 and 41 in the runoff and elections; and for 2023 it is 81 and 31 in the runoff and elections. 
The general average is 65. 

The result would not be affected in any way, not even by assigning all the vote differences of all the 
parties to the losing party. 

For a party, through fraud, to be able to guarantee itself winning the presidential elections, it would have 
to alter at minimum 8,508 Actas#4 in a plot involving at minimum  

45,540 people. 

Taking into account the tremendous effort the country makes to secure consensus in cells of 6 people per 
table (assuming there are 3 polling-station party observers), and that even so it is rarely fully achieved, we 
deduce that it is impossible to generate a fraudulent consensus with that volume of individuals. If you 
disagree with our estimates, and you have altered Actas#4 in your possession, please send the relevant 
evidence to contact@digitalwitness.io so that we can verify it. 

Which elections are vulnerable? 
The 362 elections held by district and municipality involve more than 3,000 offices and have, by far, smaller 
vote differences between winners. Especially those of the municipal corporation, whose average difference 
between winners was only 1,627 votes. These are the ones with the smallest volume, and each one 
represents the election of mayors, trustees, and councilors, which sometimes add up to as many as 14 
offices per municipality. 
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ANNEX 09: Documentaries 
Documentaries about the Guatemalan electoral process, its systems, challenges, and the 

verification work of DigitalWitness. 
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Paper Democracy 
Directed by Javier Borrayo 
Produced by Fundación HCG in collaboration with Piaf Producciones 
 

Democracia de Papel exposes and unravels the challenges and vulnerabilities of the electoral process in Guatemala, 
revealing how the effort of thousands of Guatemalan citizen volunteers, tasked with protecting the integrity of the 
elections, is threatened by obsolete practices and lack of transparency. This documentary is produced to be presented 
before the Commission for Electoral Updating and Modernization (CAME) in March 2024. It emerges at a moment of 
uncertainty when there is little information about the final electoral outcome. 

Watch Here:  

 

http://www.fiscaldigital.net/
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Immutable Democracy 
Directed by Javier Borrayo 
Produced by Fundación HCG in association with SimpleProof and Piaf Producciones 

A documentary that explores the implementation of the Bitcoin network to protect a national vote for the first time in 
the world. The use of the Bitcoin blockchain as a digital notary that attests to the creation of digital information, prior to 
its publication on the internet, and prevents the introduction of information altered with Artificial Intelligence (or other 
means) without leaving a trace. It arises from the recommendation of DigitalWitness to the Commission for Electoral 
Updating and Modernization (CAME) of the TSE in 2019 and 2020. 

Watch Here:  
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